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Rich semantics in distributed systems
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Silent failure: semantics gets violated without error signals



Example: ZooKeeper ephemerals
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Silent failures in real-world
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There Is a pressing need for runtime verification with semantic checkers!



Manually writing semantic checkers is not easy

— Prior works often focus on well-defined properties for protocols.
— we target abundant loosely-defined semantics

— Require deep understandings of system codes and behaviors
— l.e., checking target, expectation, timing

1 Define DefinedMemory(ot) as:
{(A, 1O, S) }, ts=2 {} ts=10 (A, L1, E)}, ts=16 2 Select m.rVal as pointer, m.exitTime as start,
A Q Q Q > 3 m.callStack as allocSite, f.enterTime as end
\ \ \ 4 m.arg["size"] as size
\ {(B, L1, E)}, ts=6 \ ts=12 5 From Funcs(ot) as m Left NextJoin Functs(ot) as f
B n Q N X \ 6 On m.exitTime, f.enterTime,
" ‘. \ . \ 7 m.name="malloc" And m.exitTime<=f.enterTime
‘\ ‘\ ‘\ failure detected ‘\ 8 And f.name="free" And m.rVal=f.arg["ptr"]
Verifier < < < * < > 2
wait wait check(6) check(10) check(16) 10 Select start, allocSite, sum(size)
M(2)={A,B} M(6)={A,B} M(10)={A,B} M(16)={A} 11 Over (Partition By allocSite Order By start)

12 From DefinedMemory (ot)
13 Where end=NULL

D3S [NSDI'08] OmniTable [OSDI'22]




Automatically deriving semantic checkers from tests

public void testSessionTimeout() {
ZooKeeper zk = createClient(TIMEOUT);
zk.create("/stest"”, ..., EPHEMERAL);
zk.close();
zk .disconnect();
zk = createClient(TIMEOUT);

Assert.assertTrue(
zk.exists("/stest"”,false) != null);
Thread.sleep(TIMEOUT*2);
Assert.assertTrue(
zk.exi1sts("/stest"”,false) == null);
zk.close();

¥

Test case Runtime checker



Prior works: inferring invariants from tests

— Limitation 1: inferred state/event relations are too simple and not expressive

event2
eventl

— Limitation 2: inaccuracies In statistical inference
eventl
generate
- iINnfer

o
check check
test case | Production test case
Instance Instance
Daikon [ICSE'99]
Dinv [ICSE'18]

generate

OathKeeper [OSDI'22]



Our approach: systematically transform tests to
semantic checkers

public void testSessionTimeout() {
/ooKeeper zk = create(Client(TIMEOUT);

- generalized checker precondition

zk = createClient(TIMEOUT);

Assert.assertTrue(
zk.exists("/stest"”,false) != null);
Thread.sleep(TIMEOUT*2);

Assert.assertTrue( : :
7k .exists("/stest" false) == null): parameterized checker function

zk.close();
}

Test case Runtime checker



Feasibility study

— We study 210 test cases In six popular distributed systems.

— For each test, we ask

— (1) do tests contain useful semantic checks? how is the checking done?
— (2) can the checking logic be generalized from tests to production settings?
— ... more in the full paper

Tests Tests
(total) (sampled)

Software Language Category Version

Z00oKeeper Java Coordination 3.4.11 434 35
Cassandra Java Database 3.11.5 4118 35
HDFS Java File Sys. 3.2.2 3265 35
MongoDB C++ Database 7.1.0 1276 35
CephFS C++ File Sys. 1.11.0 506 35

Mesos C++ Cluster Mgr. 18.2.0 233 35



Study findings (selected)

— Finding 1: Most (87%) tests contain explicit assertions for semantics
— Modern software prepared many utility functions in tests

class DFSTestUt1l {

boolean checkFiles(FileSystem fs, String topdir)

long verifykxpectedCacheUsage(long
expectedCachelUsed, long expectedBlocks,
FsDatasetSpi<?> fsd)

void checkComponentsEquals(byte[ ][] expected,
byte[ ][] actual)

String runFsck(Configuration conf, 1int
expectedErrCode, boolean checkErrorCode,
String... path)

A test utility class from HDFS iy



Study findings (selected)

— Finding 2: Most (78%) tests have simple relations between assertion and workloads
— 1IN 66% of tests, checking logic can be generalized to production

class DFSTestUt1il { create
boolean checkFiles(FileSystem fs, String topdir)

long verifyExpectedCacheUsage(long A s . close
expectedCachelUsed, long expectedBlocks,
FsDatasetSpi<?> fsd) A S . disconnect
void checkComponentsEquals(byte[ ][] expected,

byte[][] actual) @
String runFsck(Configuration conf, 1int

expectedErrCode, boolean checkErrorCode,

String... path)
A test utility class from HDFS State relations in ZooKeeper test traces i




System workflow

— T2C: systematically derive semantic checkers from tests
— encapsulate checker functions from mixed test logic

— symbolize workloads to extract generalized preconditions
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#1 Encapsulate checker function with static slicing

— , Semantics: HDFS snapshot is
plic void testSnapshotfileLength() {

bath filel = new Path(sub, filelName); immutable —file length remains

DFSTestUt1l.createFile(hdfs, filel, BLOCKSIZE,
@, BLOCKSIZE, REPLICATION, SEED); unchanged after append.

DFSTestUt11l.appendFileChdfs, filel, origlLen);
ndfs.allowSnapshot(sub);
ndfs.createSnapshot(sub, snapshotl);

Path filelsnapl = SnapshotTestHelper.
getSnapshotPath(sub, snapshotl, filelName);

FSDataOutputStream out = hdfs.append(filel);

AppendTestUtil.write(Cout, @, toAppend);

byte[] dataFromSnapshot = DFSTestUtil.
readFileBuffer(hdfs, filelsnapl);

assertThat("Wrong data size in snapshot.",
dataFromSnapshot.length, 1s(origlLen));

Test for HDFS snapshots
14



#1 Encapsulate checker function with static slicing

— , Semantics: HDFS snapshot is
plic void testSnapshotfileLength() {

bath filel = new Path(sub, filelName); immutable —file length remains

DFSTestUt1l.createFile(hdfs, filel, BLOCKSIZE,
@, BLOCKSIZE, REPLICATION, SEED); unchanged after append.

DFSTestUt11l.appendFileChdfs, filel, origlLen);
ndfs.allowSnapshot(sub);
ndfs.createSnapshot(sub, snapshotl);

Path filelsnapl = SnapshotTestHelper.
getSnapshotPath(sub, snapshotl, filelName);

FSDataOutputStream out = hdfs.append(filel);

AppendTestUtil.writeCout, 0, toAppend);

byte[] dataFromSnapshot = DFSTestUtil.
readFileBuffer(hdfs, filelsnapl);

assertThat("Wrong data size in snapshot.",

dGEGFFONSAAPSHOE . Length, is(BEIGEER));

Test for HDFS snapshots
15



#1 Encapsulate checker function with static slicing

— , Semantics: HDFS snapshot is
plic void testSnapshotfileLength() {

bath filel = new Path(sub, filelName); immutable —file length remains

DFSTestUt1l.createFile(hdfs, filel, BLOCKSIZE,
@, BLOCKSIZE, REPLICATION, SEED); unchanged after append.

DFSTestUt11l.appendFileChdfs, filel, origlLen);
ndfs.allowSnapshot(sub);
ndfs.createSnapshot(sub, snapshotl);

Path filelsnapl = SnapshotTestHelper.
getSnapshotPath(sub, snapshotl, filelName);

FSDataOutputStream out = hdfs.append(filel);

AppendTestUtil.write(out, @, toAppend);

byte[  dataFromSnapshot = DFSTestUtil.

readFileBuffer(HdES. FUISTSHARI):

asqdertThat("Wrong data size in snapshot.",

dataFromSnapshot.length, is(OFIGEeR));

Test for HDFS snapshots
16



#1 Encapsulate checker function with static slicing

plic void testSnapshotfilelLength() {
Path filel = new Path(sub, filelName);

@, BLOCKSIZE, REPLICATION, SEED);
DFSTestUt11l.appendFileChdfs, filel, origlLen);
ndfs.allowSnapshot(sub);
ndfs.createSnapshot(sub, snapshotl);

Path filelsnapl = SnapshotTestHelper.
getSnapshotPath(

FSDataOutputStream out 4 hdfs.append(filel);
AppendTestUtil.write(out, @, toAppend);
byte[] dataFromSnapshot &= DFSTestUtil.

readFileBuffer(RdES, Milelsnapl);

assertThat("Wrong data size in snapshot.",

dataFromSnapshot.length, is(OFIGEeR));

Test for HDFS snapshots

DFSTestUt1l.createFile(hdfs, filel, BLOCKSIZE,

Semantics: HDFS snapshot is
immutable —file length remains
unchanged after append.

17



#1 Encapsulate checker function with static slicing

plic void testSnapshotfilelLength() {

Path filel = new Path(sub, filelName);
DFSTestUt1l.createFile(hdfs, filel, BLOCKSIZE,
@, BLOCKSIZE, REPLICATION, SEED);
DFSTestUt11l.appendFileChdfs, filel, origlLen);

ndfs.allowSnapshot(sub);
ndfs.createSnapshot(sub, snapshotl);

Path filelsnapl = SnapshotTestHelper.
getSnapshotPath(SUB. SHAPSHOEN. FITEINGHE) ;

FSDataOutputStream out = hdfs.append(filel);

AppendTestUtil.writeCout, 0, toAppend);

byte[] dataFromSnapshot = DFSTestUtil.
readFileBuffer(RdfS, filelsnapl);

assertThat("Wrong data size in snapshot.",

dataFromSnapshot.length, is(OFIGEeR));

Test for HDFS snapshots

Special handling

e Side-effectful operation

e |dentifying intermediate variables
e Multiple assertions

public static void generatedAssertionFunc@ (
FileSystem hdfs, Path sub, String snapshotl,
String filelName, Integer origlen) {
Assertion.appendCustomAssert(...);

Path filelsnapl = SnapshotTestHelper.

getSnapshotPath(sub, snhapshotl, filelName);

byte[] dataFromSnapshot = DFSTestUtil.

readFileBuffer(hdfs, filelsnapl);
assertThat("Wrong data size in snapshot.",
dataFromSnapshot.length, is(origlen));

Checker function
18



#1 Encapsulate checker function with static slicing

plic void testSnapshotfilelLength() {

Path filel = new Path(sub, filelName);
DFSTestUt1l.createFile(hdfs, filel, BLOCKSIZE,
@, BLOCKSIZE, REPLICATION, SEED);
DFSTestUt11l.appendFileChdfs, filel, origlLen);

ndfs.allowSnapshot(sub);
ndfs.createSnapshot(sub, snapshotl);

Path filelsnapl = SnapshotTestHelper.
getSnapshotPath(SUB. SHAPSHOEN. FITEINGHE) ;

FSDataOutputStream out = hdfs.append(filel);

AppendTestUtil.writeCout, 0, toAppend);

byte[] dataFromSnapshot = DFSTestUtil.
readFileBuffer(RdfS, filelsnapl);

assertThat("Wrong data size in snapshot.",

dataFromSnapshot.length, is(OFIGEeR));

Test for HDFS snapshots

How to calculate parameters in
production instances?

public static void generatedAssertionFunc@ (
FileSystem hdfs, Path sub, String snapshotl,
String filelName, Integer origlen) {
Assertion.appendCustomAssert(...);

Path filelsnapl = SnapshotTestHelper.

getSnapshotPath(sub, snhapshotl, filelName);

byte[] dataFromSnapshot = DFSTestUtil.

readFileBuffer(hdfs, filelsnapl);
assertThat("Wrong data size in snapshot.",
dataFromSnapshot.length, is(origlen));

Checker function
19



#2 ldentify checker precondition with symbolization

public void testSnapshotfilelLength() {
Path filel = new Path(sub, filelName);
DFSTestUt1il.createFile(hdfs, filel, BLOCKSIZE,
@, BLOCKSIZE, REPLICATION, SEED);
DFSTestUt11l.appendFileChdfs, filel, origlLen);
ndfs.allowSnapshot(sub);
ndfs.createSnapshot(sub, snapshotl);

Path filelsnapl = SnapshotTestHelper.
getSnapshotPath(sub, snapshotl, filelName);

FSDataOutputStream out = hdfs.append(filel);

AppendTestUtil.write(Cout, @, toAppend);

byte[] dataFromSnapshot = DFSTestUtil.
readFileBuffer(hdfs, filelsnapl);

assertThat("Wrong data size in snapshot.",
dataFromSnapshot.length, 1s(origlLen));

Test for HDFS snapshots

Offline Phase

main program

@ instrument
(2 generate

T2C

.createfFile /TestSFL/subl/f1lel
.appendFile /TestSFL/subl/f1lel
.allowSnapshot /TestSFL/subl/

.createSnapshot BVARSSSENAST o8 VAN IS qlo(0k] g[o) ek
Nololollalel /TeStSFL/subl/filel

Precondition

20



#2 ldentify checker precondition with symbolization

Offline Phase

main program
public void testSnapshotfileLength() {

Path filel = new Path(sub, filelName);
DFSTestUt1il.createFile(hdfs, filel, BLOCKSIZE,

@, BLOCKSIZE, REPLICATION, SEED); (D instrument
DFSTestUtil.appendFile(hdfs, filel, origlLen); (2 generate
ndfs.allowSnapshot(sub); T2C
ndfs.createSnapshot(sub, snapshotl);

Path filelsnapl = SnapshotTestHelper.
getSnapshotPath(sub, snapshotl, filelName);

FSDataOutputStream out = hdfs.append(filel);

AppendTestUtil.write(out, @, toAppend);

byte[] dataFromSnapshot = DFSTestUtil.
readFileBuffer(hdfs, filelsnapl);

assertThat("Wrong data size in snapshot.”
dataFromSnapshot.length, 1s(origlLen));

.createfFile /TestSFL/subl/f1lel
:> equal
.appendFile /TestSFL/subl/f1lel

.allowSnapshot /TestSFL/subl/

.createSnapshot shapshotl

.append /TestSFL/subl/ﬁlel contains

Test for HDFS snapshots Precondition



#2 ldentify checker precondition with symbolization

public void testSnapshotfilelLength() {
Path filel = new Path(sub, filelName);
DFSTestUt1il.createFile(hdfs, filel, BLOCKSIZE,
@, BLOCKSIZE, REPLICATION, SEED);
DFSTestUt11l.appendFileChdfs, filel, origlLen);
ndfs.allowSnapshot(sub);
ndfs.createSnapshot(sub, snapshotl);

Path filelsnapl = SnapshotTestHelper.
getSnapshotPath(sub, snapshotl, filelName);

FSDataOutputStream out = hdfs.append(filel);

AppendTestUtil.write(Cout, @, toAppend);

byte[] dataFromSnapshot = DFSTestUtil.
readFileBuffer(hdfs, filelsnapl);

assertThat("Wrong data size in snapshot.",
dataFromSnapshot.length, 1s(origlLen));

Test for HDFS snapshots

§$2 > $1

Precondition

22



#2 ldentify checker precondition with symbolization

Production Phase

-
0000
-
public void testSnapshotfileLength() { production
workload

Path filel = new Path(sub, filelName);
DFSTestUt1il.createFileChdfs, filel, BLOCKSIZE, @ generate

.createfFile /prodl

0, BLOCKSIZE, REPLICATION, SEED); @ instrument ‘appendFile /prodl | production
DFSTestUt1l.appendFileChdfs, filel, origlLen); .allowSnapshot traces
ndfs.allowSnapshot(sub); T2C /prodl/snapshotl
ndfs.createSnapshot(sub, snapshotl);

Path filelsnapl = SnapshotTestHelper.
getSnapshotPath(sub, snapshotl, filelName);

FSDataOutputStream out = hdfs.append(filel);

AppendTestUtil.write(Cout, @, toAppend);

byte[] dataFromSnapshot = DFSTestUtil.
readFileBuffer(hdfs, filelsnapl);

assertThat("Wrong data size in snapshot.",
dataFromSnapshot.length, 1s(origlLen));

.createFile Constraintst
§$1 > $2

Test for HDFS snapshots Precondition

23



#3 Generalize checker precondition with mutation

public void testSnapshotfileLength() {
Path filel = new Path(sub, filelName);
DFSTestUt1il.createFile(hdfs, filel, BLOCKSIZE,

@, BLOCKSIZE, REPLICATION, SEED);
DFSTestUt1il.appendFileChdfs, filel, origlLen); .createFile —
hdfs.allowSnapshot(sub); @ reduce
ndfs.createSnapshot(sub, snapshotl); m
@) insert
Path filelsnapl = SnapshotTestHelper. N .anyOp
getSnapshotPath(sub, snapshotl, filelName); @ reorder

FSDataOutputStream out = hdfs.append(filel); .allowSnapshot
AppendTestUtil.write(out, 0, toAppend); <:
byte[] dataFromSnapshot = DFSTestUt1l. .createSnapshot

peadF-i_]_eBu-F-Fer-(hd-FS, -Fl]_e]_snap]_), @ dupllcate ............... . R '
assertThat("Wrong data size in snapshot.", - append : R
dataFromSnapshot.length, 1s(origlLen)); .append
Test for HDFS snapshots Precondition (mutated)

24



Checker validation

— T2C uses four levels of validations to prune invalid checkers

(D Compiler check (2 JVM verifier @ self-check

A : ) )
error: 1ncompatible types: String
cannot be converted to int

25



Checker validation

— T2C uses four levels of validations to prune invalid checkers

(1 Compiler check

@ JVM verifier @ self-check

Exception in thread "main" java.lang.VerifyError: Mismatched
stack types
at java.lang.Class.getDeclaredConstructors(O(Native Method)
at

java.lang.Class.privateGetDeclaredConstructors(Class.java:2446)
at java.lang.Class.getConstructor0O(Class.java:2756)
at java.lang.Class.newlInstanceO(Class.java:328)
at java.lang.Class.newlInstance(Class.java:310)

26



Checker validation

— T2C uses four levels of validations to prune invalid checkers

(D Compiler check 2 JVM verifier @ self-check

A
java.lang.AssertionError: toggle=false 1=940 ts=1484852861597
expected:<94> but was:<92>
at org.junit.Assert.fail(Assert.java:88)
TestFlushCache

at org.junit.Assert.failNotEquals(Assert.java:834)

at org.junit.Assert.assertEquals(Assert.java:645)
A at

org.apache.hadoop.hbase.regionserver.TestHRegion.testFlushCacheW
hileScanning(TestHRegion. java:3533)

Checker-FlushCache

27



Checker validation

— T2C uses four levels of validations to prune invalid checkers

(1 Compiler check 2 JVM verifier @ self-check
A A A A java.lang.AssertionError: expected:<2> but was:<1>
at org.junit.Assert.fail(Assert.java:89)
o at org.junit.Assert.failNotEquals(Assert.java:835)
at org.junit.Assert.assertEquals(Assert.java:647)

All other tests in system at org.junit.Assert.assertEquals(Assert.java:633)

at
org.apache.hadoop.hbase.i10.asyncfs.TestFanOutOneBlockAsyncDFSOut
put.testConnectToDatanodeFailed(TestFanOutOneBlockAsyncDFSOutput
.Java:220)

Al

Checker-Fanout

28



Checker deployment

— T2C deploy checkers together with the target system to production

— performance bottleneck: (i) bookkeeping and (ii) matching traces
— solution: optimized data structure

Precondition Index (Trie) Runtime Trace (Circular Buffer)

Q * match \e
Q
\ evaluator .
thread
O

A

match o

@0¢ -

P(X) check

F(x) —

target system

checkers




Evaluation
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Evaluation: checker generation

Software  Version Classes Tests Tests Tests Checker Ch_ecker
(total) (target) (transformed) (healthy) (validated)
ZooKeeper 3.4.11 123 428 109 100 90 46
Cassandra 3.11.5 604 3283 257 242 232 100
HDFS 3.2.2 803 4304 816 729 707 230
HBase 2.4 980 4287 990 948 904 296

31



Evaluation: detection

JIRA Id. : Sys. Feature Description
Z00Keeper-2355 ZK1 Ephemeral Node Wrong Results
ZooKeeper-1208 ZK2 Ephemeral Node Wrong Results
ZooKeeper-1754 ZK3 Read-only Mode lllegal Operation
Z0ooKeeper-4026 ZK4 Multi Request Inconsistency
Z0o0oKeeper-4362 ZKS Transaction Inconsistency
ZooKeeper-4325 ZK6 Deletion Data Corruption
Z0ooKeeper-4646 LK7 Transaction Data Loss
Cassandra-15072 CS Range Query Wrong Results
Cassandra-14873 CS2 Static Row Wrong Results
Cassandra-14092 CS3 Time-to-live Data Data Loss
Cassandra-14803 C34 Read Query Wrong Results

HDFS-14514 HF1 Snapshot Broken Redundancy
HDFS-14699 HF2 Erasure Coding Data Loss
HDFS-16633 HF3 Storage Management Redundant Workloads
HDFS-16942 HF4 Replication Broken Redundancy
HBase-21041 HB1 Memstore Incorrect State

20 real-world silent failures reproduced for evaluation

- LUTITVE UAaAdld L JAld U K U

HBase-21612 HBS Reversed Scan Wrong Results




Evaluation: detection

— We compare our approach with three baselines

Test
Instance

xXv
redirect

test case Production
Instance

In-vivo

generate

test case | Production
Instance

State
(Dinv [ICSE’18])

generate

eventl event?
event? eventl
iNnfer
check

test case | Production
Instance

Event
(Oathkeeper [OSDI’22])

extract +
symbolize

px)| r

f(x)
encap- chec
sulate

test case Production
Instance

This work
(T2C)
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Evaluation: detection

/K1 ZK2 ZK3 ZK4 ZK5 ZK6 ZK7 CS1 CS2 CS3 CS4 HF1 HF2 HF3 HF4 HB1 HB2 HB3 HB4 HBS

In-vivo X X X X X X X X X X X X X X 3705 X X X X X

State 1.154 1.183 X X 0561 X X X X X X X X X X X X X X X

Detection times (in secs) for the real-world cases

T2C detects 15 out of 20 evaluated failure cases
34



New bug exposed In the latest ZooKeeper

f ZooKeeper /| ZOOKEEPER-4837
48 Network issue causes ephemeral node unremoved after the session expiration

In our testing cluster with the latest ZooKeeper version (66202cb), we observed that sometimes an ephemeral node never
gets deleted if there is a network issue during the PROPOSAL request, even after the session expires. This bug is essentially
related to ZOOKEEPER-2355, but the issue was not entirely fixed in the previous patch. We also tested on some related open
PRs (e.g., https://github.com/apache/zookeeper/pull/2152 and https://github.com/apache/zookeeper/pull/1925 ), and
confirmed the issue exists after the proposed fix.

Steps to reproduce this bug:

. Start a cluster with 3 servers, follower A, leader B, follower C

. Open a zk client in server A

. Create an ephemeral node in the client

Inject network issue in all server that causes SocketTimeoutException during readPacket if the packet is a PROPOSAL
. Close the client

. Wait until the cluster is stable (the leader will change between B and C several times)

. Remove the network issue from all server
. Check every server for ephemeral node existence. The ephemeral node will exist in server A. However, server B and C

will not have the ephemeral node anymore.

0 NOOAWN =
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B In-vivo Orig. In-vivo +Sta.
In-vivo +Dyn. B State
B Event B T2C

ZooKeeper

Cassandra

HDFS

HBase

0 17.5 35 52.5 70

T2C generates low false
positives (1%-3%)

Key factor: validation

Evaluation: false alarms and overhead

ZooKeeper

Cassandra

™ |n-vivo State
Event B T2C
HDFS
HBase
0 25 50 75 100

T2C generates a 4.0% runtime

overhead on avg
Key factors: precise precondition

&& optimized structure
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Conclusion

— Silent (semantic) failures are a severe threat to cloud system availability
— Test cases contain valuable information about the system semantics

— [2C derives semantic checkers from tests to detect silent failures
— evaluated on ZooKeeper, Cassandra, HDFS and HBase

— generated hundreds of validated checkers [m] [m]
— detected real-world silent failures with small overhead L _:"'-'1
]

J github.com/OrderLab/T2C

chlou@virginia.edu 45




