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Abstract

Modern distributed systems rely on failure recovery to ensure
availability and correctness—ironically, recovery itself often
introduces severe and irreversible failures. In this paper, we
first study 75 real-world recovery failures to understand com-
mon pitfalls in the recovery mechanisms. We find that the
challenges primarily arise from cross-component interactions,
which are difficult to expose in traditional approaches.

To address this gap, we introduce pilot execution, a new
execution model that simulates dry-runs of recovery actions in
production distributed systems to enable safe and predictable
failure recovery. It enables systems and operators to observe
recovery action effects before applying them, reducing the
risk of cascading failures and unintended side effects.

We realize pilot execution with PILOT, an analysis frame-
work with a runtime library that makes pilot execution easy
to adopt. We evaluate PILOT on five large-scale distributed
systems and show that PILOT uncovers 17 out of 20 recovery
failures with modest overhead. Our use of PILOT also exposes
an unknown recovery bug in the latest version of HBase.

1 Introduction

Cloud failures, even just for a brief period, could lead to sub-
stantial financial and operational losses. To react to failures,
modern cloud systems employ recovery strategies such as
client failover, replication, and checkpoint rollback, triggered
automatically by monitoring tools or manually by operators.
Unfortunately, incorrect failure recovery itself is known to be
a major source of catastrophic incidents [47, 80, 91]. When
recovery is triggered, the system is already in a vulnerable
state, thus small mistakes in recovery logic can cause big is-
sues. It is also known that recovery logic is often under-tested
and error-prone, largely because of the complexity of writing
and exercising tests for recovery paths [46].

Consequently, recovery actions are often ineffective, or
even amplify failures instead, turning minor faults into cluster-
wide disasters. Figure 1 illustrates a production incident [11]
in an HBase cluster. When one region server attempts to read
a write-ahead-log file, it crashes as the file was corrupted.
HBase tries to recover the issue by transferring the workloads
on that server to other servers, however, since the underly-
ing file issue has not been resolved, the remaining servers
also experience the same issue and this loop will eventually
bring down all servers in the cluster. Such issues break the
traditional fault-tolerance assumptions and cannot be simply
tolerated by redundancy techniques [51].
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Figure 1. A production incident [11] caused by failed recovery in
HBase clusters.

Real-world evidence [37, 48, 78, 84, 85] shows that recov-
ery failures are prevalent and severe. In one incident [88],
during a DDoS attack Azure tried to recover its traffic with fil-
tering and rate limiting, but on the contrary a misconfiguration
amplified the outage, disrupting Microsoft 365 services world-
wide for 10 hours. In another incident [34], a brief network
disruption in an AWS DynamoDB cluster triggered storage
servers to renew their partition memberships, but enlarged
payloads caused timeouts and triggered the recovery, which
then amplified the event by repeatedly disqualifying servers
and retried. It eventually overloaded the metadata service and
escalating a local glitch into a region-wide outage.

Thus, there is a critical need to shift from executing inade-
quately validated recovery actions to systematically validating
recovery strategies before deploying them in production. De-
spite extensive efforts to verify planned changes on abstract
models [35, 38, 44], cloud developers still find it challenging
to apply these techniques to complex, large-scale distributed
systems, as abstract models usually struggle to capture low-
level implementation issues.

In practice, developers often resort to rolling-style in situ
testing on production clusters. A common strategy is A/B
testing [52, 56, 71, 90]—along with similar approaches like
canary and blue/green deployments—which applies recovery
solutions to a subset of nodes first and monitors their impact
before proceeding. Yet, this approach has a fundamental limi-
tation: A/B testing does not assure that failures that manifest
on one node will manifest (or be detected) similarly on other
nodes, since nodes may have distinct hardware and work-
load characteristics. Worse, such tests can trigger cascading
failures due to the absence of built-in safety mechanisms.

Is it possible to accurately and safely expose the poten-
tial issues of intended recovery actions before deploying? To
understand the challenges of failure recovery in distributed
systems, we first conducted a study of 75 recovery-related
production incidents across eight widely deployed systems,



Property  Speculative execution Pilot execution

Goal Executes likely-needed
work early to improve
performance.

Executes recovery actions
early to assess safety before
applying.

Assumes recovery may be
wrong; the purpose is to ex-
pose bad recovery effects.

Assumption Assumes speculation is
usually correct.

Meaning
of failure

Misprediction. Desired signals to veto or re-
fine a recovery plan.
Pilot aborts on contention

to avoid perturbing produc-

Interference May  contend  for
shared resources and

perturb performance. tion.

Output Produces a candidate  Produces evidence (pass/fail
result intended to be- signals, traces, metrics) for
come the real outcome.  decision.

Scope Typically implicit and  Explicitly invoked as part of

continuous. the recovery workflow.

Table 1. Differences between speculative [55] and pilot execution.

including HDFS, HBase, etc. Our analysis reveals that recov-
ery failures persist throughout the software lifecycle, often
lead to severe consequences, and frequently involve complex
inter-thread and inter-service interactions. Crucially, many of
these failures could have been avoided with input adjustments,
had their impact been evaluated ahead of time.

Therefore, we envision a dry-run approach for risky re-
covery in production recovery operations, inspired by the
observation that many software tools offer a --dry-run op-
tion before applying important changes. For example, Git lets
users preview changes before committing to avoid disrupting
the repository. Such dry-run should reflect the consequences
of the recovery action by exposing similar problems.

Our core insight is to issue a specially marked recovery
request that follows the same end-to-end execution path as
areal recovery (i.e., through the same handlers, queues, and
service calls). As a result, the request encounters the same
timeouts and exceptions that reveal these failures.

We propose pilot execution, a new execution model to vali-
date the consequences of recovery actions before executing
them in production instances (instead of testing clusters). Pi-
lot execution conducts a dry-run of proposed recovery strate-
gies; thus it is able to expose subtle issues deeply hidden in
the implementation. Developers call pilot APIs at entries, run
recovery in pilot mode, receive an end-to-end consequence
report, then choose to commit, adjust inputs, or abort.

The high-level idea of executing code “ahead of time” may
resemble speculative execution [55], a well-known technique
in which a system predicts and executes instructions before
results are needed. However, they are fundamentally different.
Speculative execution is a performance optimization that as-
sumes the future work (in our context, recovery) is correct. In
contrast, our approach aims to improve reliability by execut-
ing candidate recovery actions to observe their (often faulty)
consequences. Table 1 compares these two approaches.

We recognize that transparent failure recovery is extremely
difficult in the general case [64]. We aim to provide a safe
way for operators to preview consequences of some severe
types of recovery failures, such as propagation failures [87].

We build PILOT, an analysis framework with a runtime li-
brary that makes pilot execution easy to adopt. Designing
PILOT involves three main challenges. First, pilot execu-
tion should not interfere with original execution. However, it
should still provide good observability. Instead of completely
disengaging the whole environment by forking the process,
we isolate pilot execution by spawning and mirroring execu-
tion on a group of phantom threads (ephemeral, in-process
execution units). Phantom threads strike the middle ground:
they remain inside the address space to share code and state
while lightweight and easy to control.

Second, recovery logic spans threads and processes. When
the pilot execution crosses a boundary (e.g., an RPC), it must
stay in pilot mode and new phantom threads must be tracked.
Inspired by distributed tracing [66, 67], we design a light-
weight context propagation mechanism: the runtime captures
a small pilot context at the source, carries it across handoffs,
and reactivates pilot execution at the destination by spawning
a new phantom thread.

Additionally, recovery should be prompt to reduce system
downtime. If a pilot execution takes too long, this amplifies
the failure damage by extending the unavailability window.
We reduce recovery delays by warming up the system dur-
ing pilot execution, enabling a rapid transition to fast replay
during actual recovery. We cache intermediate results from
time-intensive operations to mitigate delays.

We have applied PILOT to five production-grade systems
(Solr, HDFS, Cassandra, HBase and YARN), successfully
uncovering 17 out of 20 severe real-world recovery failures,
many of which prior testing methods failed to expose. PILOT
adds 17.63% delay to recoveries over 10 seconds and only
a few seconds to shorter ones. It also exposes an unknown
recovery bug in the latest version of HBase.

Our main contributions include:

e We conduct a large-scale study of recovery failures that
identifies common patterns, consequences, and root causes.

e We design pilot execution, a new model which enables
dry-run simulation of recovery actions.

e We implement PILOT as an analysis framework with a
runtime library, and evaluate it on real systems. Our eval-
uation demonstrates its effectiveness in exposing recov-
ery failures with low overhead. PILOT is open sourced at
https://github.com/LiftLab-UVA/PilotExecution.

2 Understanding Recovery Failures

Prior work has focused on particular patterns of recovery
failures, including metastable failures [50] and vicious cy-
cles [80, 86]. In this section, we take a broader view of recov-
ery failures and distill key challenges to inspire solutions.


https://github.com/LiftLab-UVA/PilotExecution

Software Lang. Category Version Date Sampled
HDFS Java File Sys. 2.6.1-3.4.0 2014-2024 10
HBase Java Database 0.9.0-3.0.0 2010-2025 15

YARN Java Resource Mgr. 2.3.0-2.9.2 2014-2025 5

TiDB Go Database 1.2.0-1.12.0 2019-2025 5
Kafka Scala Streaming 1.0.0-3.3.0 2017-2024 10
Cassandra  Java Database 0.8.0-5.0.0 2011-2024 15

RabbitMQ Erlang Message Bkr. 3.6.0-3.13.6 2016-2024 5
Mesos C++ Resource Mgr. 0.21.0-1.1.2 2015-2022 10

Table 2. Sampled failure datasets from eight studied systems.

Methodology We analyze eight widely deployed, large-
scale software systems spanning different functionalities and
programming languages (Table 2). To gather relevant cases,
we first extracted critical-priority reports from the systems’
official issue trackers, specifically targeting incidents encoun-
tered in production environments. We then filter these reports
using keywords like recovery, failover, retry, and related terms.
This process resulted in a total of 75 recovery failures.

2.1 Findings

Finding 1: Recovery failures persist throughout software
lifespan.

Some bugs take years to expose in production, and many
others are newly introduced as the software evolves. Our
analysis shows that 38% of recovery issues occurred since
2019, showing that correct recovery remains a challenge even
for well-established systems.

Finding 2: Both automatic and manual recovery mechanisms
are prone to failures.

More than half (61%) of failures happen in automatic
recovery mechanisms. Within automatic recovery, failures
in state recovery are the most common (25%), which re-
construct in-memory state from logs, snapshots, or replicas.
Primary-backup failover (16%) also frequently encounters
issues when promoting standby nodes to active status upon
failures. The remaining automatic failures happen in excep-
tion handling (13%) and consensus-based recovery (7%).
39% of the studied failures happen in manual recovery, e.g.,
Cassandra nodetool commands [6] which repair data incon-
sistencies.

Finding 3: Recovery failures lead to severe consequences.

Besides service unavailability (41%), recovery failures also
lead to: Resource exhaustion (14%), where recovery over-
loads system components, €.g., an incorrect error handler trig-
gers a replication storm that overwhelms the server [14]; Data
loss (13%), where incomplete recovery leaves the system in
an undefined state; Partial failures (12%), where systems
indefinitely hang when recovery fails halfway; Performance
degradation (11%), where recovery generates enormous or
uneven overhead; and Data inconsistency (9%) where recov-
ery results in incorrect system state, e.g., when stale memstore
snapshots are flushed with incorrect sequence IDs, generating
HFiles that misrepresent the actual content [8].
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Figure 2. Failure scope distribution (Finding 5).

Finding 4: The root causes of recovery failures are diverse.
Error handling deficiencies are known to be error-prone
and account for 28% of the studied cases. We found that
state management issues (improper synchronization or han-
dling of recovery state) turn out to be the most common
root cause (37%). Another common cause is inappropriate re-
source lifecycle management (13%), i.e., incomplete cleanup
of system resources. We also observed recovery exhausting
system resources (9%) such as too frequent retries and other
implementation flaws (6%) leading to failed recovery.

Finding 5: Most recovery failures (92%) manifest beyond
local thread scope.

We categorize propagation into three types shown in Fig-
ure 2. Inter-thread (30%) issues involve coordination between
threads within the same process. HDFS-16115 [16] illustrates
this case, where a faulty error handler in one thread caused
command pileup in another thread, leading to zombie opera-
tions. Inter-process (35%) issues affect coordination across
processes in distributed system; in KAFKA-10832 [21], im-
proper recovery handling by a broker corrupted the producer
node. Inter-service (27%) issues span multiple services as in
TiDB-963 [28], where misinterpreted failures led Kubernetes
to incorrectly scale TiKV instances.

Finding 6: 63% of recovery failures are avoidable with minor
tweaks to original recovery.

Surprisingly, we found that many recovery failures could
have been prevented without complex strategies. Tolerating
non-critical errors during recovery (19%) would allow the
recovery to complete successfully. Some recovery failures
only manifest under specific event orderings, and developers
may manually enforce certain sequences (12%). In one inci-
dent [24], RabbitMQ’s failover recovery would fail if health
checks ran during master node promotion. The developers
fixed this by manually enforcing health checks after the mas-
ter election was complete. Rebalancing recovery workloads
across the system (18%) can help mitigate recovery induced
overload. Finally, changing recovery-related configurations
or parameters (14%) also helps.

2.2 Implication

While simulating recovery actions in situ may appear ambi-
tious, our study findings highlight that it is both necessary
and feasible. The persistence and severity of recovery failures
(Findings 1-3) highlight that such issues are widespread and
pose critical challenges requiring immediate attention. How-
ever, standard testing environments often miss these issues



o—

DFS - original
ZooKeeper 4 /rs1/wal/region/.recover.edits/ execution
/rs2/wal/region/.recover.edits/ i *—
mmmm /hbase/rs/ip1:host pilot
* ion/.. ~edits/ g .
/rs2/wal/region/.recover.edits/ execution
- r-- - - - --n------ - -~ -~ - - -----------
: Region "3 ¢ RegionServer2 Region :
| Serveri Server3
® Replication ReplicationWA| o0 !
: >| Source (t1) Reader (t2) | ... T :
I HMaster L I
|
1
|
|

|| RegionServer HBase
| Tracker m Cluster

Figure 3. Overview of pilot execution in HBase-25898.

due to their diverse root causes (Finding 4). The opportu-
nity for better recovery strategies (Finding 6) underscores the
need for a technique that allows systems to safely evaluate
the consequences of recovery actions before applying them.
Finally, recovery actions frequently involve cross-thread and
cross-process interactions (Finding 5). This insight requires
the solution to simulate complex recovery behavior across
system boundaries.

3 Simulating Recovery with Pilot Execution

Design Goals  Our goal is to provide a safe and accurate way
to predict the effects of recovery actions before committing
them in production. Drawing from our failure study (§2),
we target risky recovery logic in distributed systems, where
danger arises from cross-component interactions.

We design PILOT to satisfy four properties: (1) Fidelity:
A PILOT run should traverse the same code paths as a real
recovery so that it triggers the same issues; (2) Safety: PILOT
should not perturb production execution or leave side effects;
(3) Observability: PILOT should surface all relevant outcomes
such as error signals, resource usage; and (4) Performance:
PILOT should not significantly delay the actual recovery or
incur heavy runtime overhead.

Problem Statement We consider a production distributed
system S composed of many interacting components (e.g.,
processes, services), equipped with a set of recovery proce-
dures R. During an incident, operators or the system select
a recovery procedure R € R to apply to the live system. We
define a recovery failure to be the case where executing R
does not restore S to a healthy state, but instead causes safety
or liveness violations. Our goal is to exercise the same re-
covery logic in an isolated pilot execution, using observable
signals (e.g., logs and metrics) to predict the outcome with-
out perturbing the production system and to aid operators in
choosing safe recovery actions.

Simulating dry-runs for failure recovery is challenging
in the general sense. PILOT targets production distributed
systems whose recovery logic spans multiple components
and is traceable through instrumentable surfaces. PILOT is
designed to handle recovery failures that propagate or amplify
faults, but is less effective for purely local bugs, long-term

Pilot APIs

RunId start(EntryPoint r, Policy pi)

start a pilot run at entry point r under policy pi (e.g., time budget, stop
conditions).

Status observe(Runld runIld, Consumer<Observation> sink)

stream observations (events, exceptions) to sink.

Status waitFinishOrAbort(RunId runId)

block until the pilot execution finishes or aborts; return the terminal Status.
Status abort(Runld runIld)

force to abort a pilot run; return the terminal Status.

Summary report(RunId runld)

retrieve a summary (path coverage and critical events) for the run.

Table 3. PILOT APIs.

accumulative issues across many recovery rounds, or semantic
violations that are not covered by built-in checkers.

Workflow 1In Figure 3, we illustrate the workflow on the
motivating HBase example. A pilot run is a single instance
of pilot execution parameterized by an entry point r; and a
policy (time budget, limits, stop conditions). Conceptually, a
pilot run proceeds as follows:

e starts at r; under the policy;

e mirrors the recovery path on a set of concurrent phantom
threads (t},t}, ... ), without blocking or mutating produc-
tion threads or states;

e propagates the execution across threads and processes so
downstream work also executes in pilot mode;

e isolates side effects via state shadowing and proxy layer so
writes are visible only to pilot participants;

e observes exceptions, timeouts, resource curves, and semantic-
checker violations in a unified event stream;

e terminates and reclaims shadow resources once it finishes.
Below, we detail how pilot execution looks like in the moti-

vating HBase incident. When the system encounters the error

signal of RS1 crash, a special handler intercepts the exception
before it can impact live servers. This triggers a new round
of pilot execution initiated from the HMaster, which sends an

RPC to RS2. The request is encoded with metadata identify-

ing it as part of a pilot execution. Upon receiving the request,

RS2’s handler detects the metadata and diverts the execution

into the pilot mode, where all operations are executed by a

dedicated group of phantom threads. These phantom threads

form a sandbox where state modifications and I/O operations
remain invisible to production yet visible among pilot partici-
pants, isolating side effects from the production environment.

For example, any updates to HDFS are redirected to a paral-

lel shadow copy that is only visible to components running

in pilot mode. The recovery logic proceeds as it would in a

real run, triggering the same failure conditions. The system

observes the failure signal and uses this insight to adjust the
mitigation strategy (e.g., deleting the problematic log file after
the simulation completes).



public class Repair extends NodeToolCmd {
+ @Arg boolean PilotMode;
@Arg String keySpace, range, tableName;

public void execute(..){
if (PilotMode) {
RunId id = Pilot.start(this::execute$pilot, policy);
if (Pilot.waitFinishOrAbort(id) == FAILED){
Pilot.report(id);
return;

®NOOAWN =

©
+

13 repair(keySpace, tableName, range);
15 }
17 + public void execute$pilot(..){

19 + }
Figure 4. Codes of enabling PILOT in Cassandra nodetool repair.
4 Pilot Execution Design

4.1 Interface

Table 3 summarizes the PILOT API. The PILOT runtime
library is responsible for creating and managing all pilot
runs throughout their lifecycle. We use the code example
in Figure 4 to walk through the usage. This example shows
a CLI-based entry point: we instrument the command han-
dler execute and add a -pilot flag (annotated via the CLI
framework). When an operator runs nodetool repair -pilot
-argl -arg2 ..., the instrumented entry point invokes start
to initiate a new pilot run. The runtime assigns a globally
unique ID (to identify different rounds of pilot runs) and
records it in the status registry as /pilot-runs/<id> as well
as the related resources such as executing thread ID.

The caller thread then blocks on waitFinishOrAbort, which
is fine as the actual job will be delegated. This blocking call
avoids two concurrent recovery (original and pilot) interfere
with each other. It continuously monitors the resource allo-
cation status to detect pilot execution completion. This func-
tion waits until all execution units are removed from /pilot-
runs/<id>. Meanwhile, developers have access to events and
errors during pilot execution via observe.

After the pilot run finishes, PILOT outputs a summary
which includes exceptions, time durations and resource usage
via report call. Operators decide how to proceed: if the pilot
succeeds, the recovery proceeds to commit; if it fails, they can
make adjustments and launch additional pilot runs until find-
ing a safe recovery strategy (e.g., in Cassandra cases [2, 3],
changing -keyspace, -table, or -range avoided cascading
failures and out-of-memory errors).

4.2 Managing Pilot via Phantom Threads

The goal of a pilot run is to rehearse recovery paths without
interfering with other worker threads. Running the recovery
logic on the original thread would block or perturb normal ser-
vice, and make rollback hard; using process fork/containers
is heavyweight and inconvenient to observe system states.
To address these limitations, we realize pilot execution by
spawning and mirroring execution on a group of phantom
threads, which are ephemeral, in-process execution units that
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Figure 5. Lifecycle of phantom threads.

rehearse a prospective recovery path without changing the
behavior of production threads. Phantom threads strike the
middle ground: they remain inside the address space to share
code and state (in a read-only way) while being lightweight
and easy to control side effects.

els
|

4.2.1 Lifecycles of Phantom Threads Assuming the cur-
rent round pilot run is assigned ID 1 and registered under
/pilot-runs/1, we show the complete lifecycle of a phantom
thread in Figure 5. Phantom threads are created on demand. A
typical example occurs when a new pilot run is activated via a
start call (@). The start API initializes the phantom thread
by setting its executable code to a transformed version of the
original function, which we denote using a $pilot suffix (e.g.,
execute$pilot). This transformed version is instrumented
to ensure isolation and observability. Once initialized, the
newly created phantom thread registers its thread ID with
the status registry. Phantom threads can also be created when
pilot execution propagates across thread (@) and process (©)
boundaries (§4.3).

Most phantom threads are created from scratch at well-
defined entry points (e.g., execute$pilot() or RPC handlers).
However, when pilot execution affects an original thread
blocked at a synchronization point, PILOT runtime initiates
a new phantom thread and “fast forwards” it to match the
original thread’s state, ensuring the simulation accurately re-
flects this influence on the original thread. This is achieved
by inserting lightweight hooks to record call stacks and local
variables. The new phantom thread then uses these recordings
to traverse the call stack, restoring local variables and jump-
ing to call sites in each stack frame without replaying code,
until reaching the affected site where it continues execution
independently. We discuss more details on how the original
thread’s checkpoint is taken and restored in Appendix B.1.

Inside phantom threads, the execution runs a transformed
version of functions that differ from those in the original
thread. This is because a pilot run is designed to be a sim-
ulation; thus, we should not directly use original functions,
especially those that cause dangerous effects (e.g., halt). P1-
LOT runs the modified version to isolate their effects, which
we discuss in §4.4. Phantom threads are generally safe from a
resource-consumption perspective. They reuse existing code
paths and maintain only a small amount of shadow state,
so their CPU and memory overhead is modest compared to
normal recovery traffic.



At the end of execution, phantom threads de-register their
bookkeeping information. PILOT instruments phantom threads
to remove their associated IDs from /pilot-runs/1 in the
status registry when phantom threads exit and update their
status. The original thread resumes execution after the pilot
run finishes. PILOT runtime makes the decision to revert the
execution back. It periodically checks to align the status data
in the status registry with current execution thread states;
once it finds all phantom threads under /pilot-runs/1 have
been finished and removed, it notifies the blocking waitFin-
ishOrAbort to resume normal execution (@).

Phantom threads can also potentially run indefinitely with-
out exiting, which wastes system resources (and more impor-
tantly, block normal recovery). To terminate phantom threads,
we make phantom threads’ liveness bidirectionally bound to
registration data. Developers may force a pilot run to abort by
invoking abort that deletes thread registration data in the sta-
tus registry, triggering callbacks on all nodes to clean up the
corresponding threads tracked in PILOT runtime library. Addi-
tionally, each pilot run has a maximum time budget. A timeout
mechanism inside waitFinishOrAbort recursively cleans up
the root node and its child nodes in storage associated with a
pilot run when the timer fires.

4.2.2 Handling Synchronization As phantom threads run
concurrently with original threads, race conditions may occur:
an original thread ¢ and a phantom thread ¢’ may simultane-
ously require the same lock L. If we allow ¢’ to acquire the
lock, it blocks the normal execution of ¢ thus violating our
safety guarantee. Meanwhile, completely ignoring the locking
semantics produces inaccurate pilot results as some recovery
operations need to wait until certain conditions.

To ensure accurate pilot runs without interfering with live
execution, we introduce a speculative locking mechanism.
The core principle is that phantom threads acquire locks
“speculatively” — they always yield to original threads on con-
flict, immediately aborting pilot execution when contention
is detected. This guarantees non-interference with production
execution, at the cost of incompleteness.

Here is how speculative locks deal with three representa-
tive scenarios: (1) when only original/phantom threads in-
volved: synchronization primitives behave same as originals;
(2) when phantom held the lock and original acquires: the
phantom thread releases the lock and pilot execution termi-
nates immediately; (3) when original held the lock, phantom
acquires: if an original thread #; holds the lock, a phantom
thread t, waits until #; releases it. This wait does not block
other original threads. Since phantom threads always yield to
original threads, high contention may cause the pilot run to
time out while waiting for the original thread to release the
lock (a potential false positive). We accept this trade-off to
prioritize non-interference with production. We described the
detailed algorithm in Appendix B.2.

4.2.3 Fault Tolerance PILOT runtime may include bugs
and result in faults. Here we refer to those from PILOT it-
self instead of faults in execution (will discuss in §4.4). We
consider two types of faults to handle.

First, phantom threads may spawn indefinitely if there ex-
ists a feedback loop. For example, if f| running in phantom
thread 77 spawns a new phantom thread 7, to execute f;,
and this chain eventually attempts to re-invoke f; (forming
acycle Ty, — Ty, — -+ — Ty, 5,). To prevent this, PILOT
detects cycles where pilot execution attempts to re-invoke an
ancestral function that spawns phantom threads. Once PILOT
identifies the circular dependency, it halts the spawn process.
Additionally, there is an upper bound for the maximum num-
ber of phantom threads running in the system to prevent a
pilot run from exhausting system resources. Since the prop-
agation chain topology is typically shallow in practice, this
detection incurs negligible overhead.

Second, PILOT ensures fault tolerance in resource recla-
mation by utilizing a distributed status registry to coordinate
cleanup of phantom threads and their associated resources.
The correctness of this registered data is critical, as it serves
as the trigger for cleanup callbacks. PILOT implements the
registry on top of Time-to-Live (TTL) node [22] feature of
ZooKeeper [1]. These TTL nodes are tied to the liveness of
the runtime’s session via a heartbeat; if the PILOT runtime
faults or the node fails, the heartbeat ceases, and ZooKeeper
automatically expires the corresponding TTL nodes after a
specified timeout.

4.3 Propagating Pilot Execution

Recovery logic often spans across multiple threads and pro-
cesses. When pilot execution crosses such boundaries (e.g.,
making an RPC call), the system ensures that the execution
continues under phantom threads and keeps track of these
threads for proper management.

Inspired by prior distributed tracing works [66, 67], we
design a context-propagation mechanism to track pilot execu-
tion. The core idea is to maintain lightweight metadata that
travels with any execution, whether to another thread, a dif-
ferent process, or an external service. While the basic idea of
“attaching context to a thread” is not new, the non-obvious part
is doing this transparently in systems that heavily use thread
pools and asynchronous callbacks. We need a lightweight,
user-level execution mode and metadata (e.g., whether the
current execution is pilot or live, which pilot run it belongs
to, and where to redirect side effects) that can be queried by
all instrumentation points.

Our runtime automatically captures the context at the source,
propagates it through the handoff boundary (e.g., wrapping
APIs, injecting headers), and activates pilot execution on the
destination side by creating a phantom thread.

PILOT runtime initializes a lightweight PilotContext when
a pilot run begins and attaches it to the originating phantom
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Figure 6. Propagating across thread/process boundaries.

thread as thread-local metadata. This metadata is intention-
ally compact so it can be propagated cheaply, including: (1)
a globally unique pilot ID identifying the execution round,
enabling any thread to determine execution mode—a non-
null pilot ID indicates phantom thread execution, triggering
redirection to pilot-version functions, while null indicates
original thread execution; (2) span metadata for tracing pilot
execution—each span contains fields: spanID (unique identi-
fier for current execution segment), parentSpanID (linking to
the parent span), and timestamp (for timeout management).

The propagation of PilotContext serves two key purposes.
First, it enables global pilot mode awareness: when the con-
text reaches a destination, PILOT runtime examines the incom-
ing metadata and, if a valid PilotContext is present, it (i) rec-
ognizes that the request originates from a pilot execution, (ii)
activates pilot mode by creating or reusing a phantom thread
and binding the context to it, then executes pilot-version code
paths rather than production logic, and (iii) reports bookkeep-
ing information for phantom thread management as described
in §4.2.1. Second, it enables distributed tracing of the recov-
ery path: whenever propagation crosses thread or process
boundaries, a new span is created with a fresh spanID while
inheriting the sender’s spanID as its parentSpanID, and reports
provenance to the runtime.

We support both explicit (RPC, executor tasks) and im-
plicit (shared variables, synchronization) handoffs (Figure 6).
Implementation details for the five representative patterns are
in Appendix B.3.

4.4 Isolating Induced Side-Effects

Pilot execution runs recovery logic in situ; without careful
isolation, its side effects could leak into production state
or third-party services and, conversely, over-isolation could
make the pilot result unfaithful. In this section we discuss
the isolation problem and our solution around two domains:
program states and I/O.

4.4.1 Shadowing System States Pilot execution should
leave no persistent changes to critical system state. One popu-
lar approach is encapsulating changes in the transactions and
rolling back when needed. Transactional rollback presumes
updates are cleanly encapsulated as transactions; in many dis-
tributed systems, state changes are spread across ad-hoc data

1 public class NodeFailoverWorker {

2 public Server server;

3 + public Server server$pilot;

4 public void failover {

5 /...

6

7 + public void failovers$pilot{

8 try{

9 [/

10 - transferQueue(server);

1 - server = getFailoverTarget();

12 + server$pilot = PilotUtil.copy(server);
13 + transferQueues$pilot(servers$pilot);

14 + server$pilot = getFailoverTarget$pilot();

15 /]
Files.write(path, content);

-
(2]
1

17 + Files$wrapper.write(path, content);

18

19 - ZookeeperClient.deleteNode(path);

20 + ZooKeeperClient$wrapper.deleteNode(path);
21 }catch(IOException e){

22 - Runtime.halt();

23 + PilotUtil.report(e);

24 }

25 }

26 }

Figure 7. Codes of enabling PILOT in HBase node failover.
structures and services, so there is no uniform transactional
boundary to revert reliably.

Instead, PILOT isolates recovery side effects by logically
duplicating state, but doing so naively is impractical. Dupli-
cating state via full copies or snapshots would roughly double
memory and copy costs, which is unacceptable in production.
We also cannot rely on OS page-level copy-on-write or simply
clone an entire process or cluster: (i) the state is too large, (ii)
recovery spans multiple components, and (iii) we must still
run the recovery code in-place on the live system state. At
the same time, recovery actions typically touch only a small
fraction of the overall state, so fully cloning the system would
be wasteful.

Consequently, our design adopts a selective copying ap-
proach with lazy materialization. Phantom threads reuse the
live state and re-execute the same recovery code with side
effects redirected into shadow state. This is enough to sur-
face the main classes of recovery failures we target. PILOT
augments each field with a corresponding shadow field and
instruments the pilot functions so that when they first access a
field, they perform a shallow copy—creating a reference to the
shadow field rather than duplicating the entire object graph.
All writes are then redirected recursively through nested hi-
erarchies to their shadow counterparts, providing complete
isolation without the overhead of deep copying.

Figure 7 illustrates how we instrument pilot version func-
tions to achieve this: the pilot version first creates a shallow
copy server$pilot (line 12), and subsequent accesses op-
erate on this shallow copy (lines 13—14). For classes that
cannot be instrumented, we fall back to deep copying. We
find this design particularly useful when applied to large data
structures such as HRegionServer (commonly used in HBase).
This keeps memory overhead low and prevents any writes to
production state.

4.4.2 Redirecting I/O Pilot execution must be hermetic:
its effects stay within the simulated environment and never



reach the external environment (local file systems, distributed
stores, or third-party services). We require scoped isolation:
pilot side effects are invisible to production yet fully visible
within the pilot run. All pilot I/O is transparently redirected
to pilot-scoped namespaces: for example, a file write by one
pilot thread is seen by other pilot threads while the original
thread continues to observe the unmodified file.

To isolate file system side effects during pilot execution,
PILOT intercepts file operations and redirects them to a dedi-
cated shadow directory. As shown in Figure 7, file operations
in pilot functions are replaced with calls to Files$wrapper
(lines 16-17), which employs a lazy copying strategy rather
than eagerly duplicating original files: it initially replicates
only the directory structure and metadata, deferring actual
data copying until necessary. This optimization targets scenar-
ios where recovery does not exhibit read-after-write behavior.
When writing to an existing file, the wrapper avoids making a
full copy and instead appends changes to a separate log. Only
if the file is subsequently read during pilot execution does the
wrapper reconstruct it by replaying the log over the original
content. For files that are only written but never read back,
this strategy significantly reduces I/O overhead. Newly cre-
ated files during pilot execution are written directly into the
shadow environment. Reads simply access the latest content
in the shadow directory.

For third-party libraries, we apply a similar approach by
redirecting all operations to isolated namespaces under a pilot-
specific prefix (i.e., /pilot/...) that are only visible within
pilot execution. We abstract the client-side operations of those
third-party services into read/write operations and intercept
the API calls (lines 19-20 of Figure 7). We also apply the
lazy copy optimization described above in I/O isolation to
further reduce the overhead. Supporting more complicated
operation semantics remains a part of future work.

4.5 Observing and Reacting to Failures

PILOT runtime embeds monitoring components in pilot-version
functions to observe and report recovery failures. For exam-
ple, dangerous APIs that could terminate the system when a
fatal exception is triggered are replaced with safe reporting
APIs (lines 22-23 of Figure 7), allowing PILOT to capture
failure signals without actual harm. Beyond explicit errors,
PILOT tracks recovery duration via timers, monitors resource
consumption (memory and I/O usage), and checks system
health metrics. We plan to further add support from existing
runtime checking tools [42, 62, 63] as future work.

Using context propagation, PILOT records each pilot-scoped
function/RPC as a span and links spans by caller—callee to
form a cross-thread/process execution tree (Figure 8) in the
style of distributed tracing [66, 67]. Each span has a unique
ID, its parent pointer, and minimal metadata stored in and car-
ried by the PilotContext. Runtime monitors mark the active
span when they observe anomalies (e.g., exceptions, timeouts,
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Figure 8. Execution tree.
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or resource-limit violations). Upon a failure, the PILOT run-
time materializes the tree and the precise path from the pilot
entry point to the error, capturing involved components and
how effects propagated.

Based on the feedback provided (monitoring metrics, anom-
alies, and traces), if the pilot run fails, the operator can iter-
atively start a new pilot run with adjustments to recovery
command parameters (e.g., throttling rates or recovery range),
environments (e.g., fixing buggy dependent services), or oper-
ation sequences (e.g., reordering recovery steps to avoid prob-
lematic interactions) to verify the updated recovery strategy.
If the pilot run succeeds, operators can commit the recovery
to the production environment.

PILOT’s feedback is not always actionable: for example,
when the problematic behavior is hard-coded in the recovery
logic rather than configurable (e.g., a client library always
retries failed RPCs with a fixed backoff). In such cases, fix-
ing the issue requires code changes, not simply choosing a
different configuration or recovery workflow.

4.6 Enabling Lightweight Pilot Execution

Recovery still needs to be fast enough to keep downtime
small, but naively skipping work during pilot runs would hurt
fidelity. Instead, PTLOT lets pilot execution “warm up” the sys-
tem by pre-computing the expensive yet deterministic parts of
recovery so that the real run can simply reuse them. In prac-
tice, most of the delay comes from transferring large amounts
of state (for example, log segments or index files) and from
pure computations such as placement planning or Merkle-tree
comparison. During pilot execution, we store transferred data
in isolated directories and memoize the outputs of side-effect-
free functions keyed by their inputs. When operators later
commit recovery, the system validates that the relevant inputs
have not changed (e.g., by re-checking checksums) and, if so,
directly reuses the cached data and results. Our contribution
here is not a new caching primitive, but how pilot execution
systematically prepares recovery with intermediate state.

4.7 Code Transformation Support

Supporting pilot execution for existing systems requires trans-
forming and instrumenting system codes— an error-prone
process. We provide a static analysis framework to automate
the process and ease developers’ effort.

Figure 9 illustrates the overall workflow: at the offline
phase, PILOT identifies recovery entries to insert pilot APIs.
Recovery entry points fall into two categories: passive and
proactive. Passive handlers include error-handling constructs
(e.g., try-catch blocks) and listeners for third-party services.
Proactive handlers are typically implemented as CLI com-
mands, such as Cassandra’s nodetool repair. Both of them
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Figure 9. Offline and online workflow of PILOT.

have a clear pattern. PILOT further filters recovery entries with
trivial handling logic (e.g., just logging the error message).

To support propagation, the tool injects hooks to carry Pilot-
Context and activate phantom threads, while building lineage
links (spans) to reconstruct cross-thread/process execution
trees at runtime, leveraging standard telemetry substrates.

For isolation, the tool produces pilot-version functions f’
for application code and redirects eligible calls to f” under
pilot mode. Pilot versions embed the shims needed for propa-
gation and isolation while keeping business logic unchanged.
For state and I/0O, the tool replaces unsafe operations with
wrapper calls that go to shadow state and pilot-scoped names-
paces; the wrappers are invoked only in f” paths.

At runtime, pilot execution starts from the instrumented
recovery entries, and the injected hooks propagate PilotCon-
text and activate phantom threads managed by the PILOT
runtime library to execute pilot-version functions.

S Implementation

We implemented PILOT with 13,500 SLOC. Our static analy-
sis/instrumentation uses Soot [89] as the backend. Our context
propagation is implemented on OpenTelemetry [23]. While
our current implementation is based on Java, our techniques
do not rely on language-specific features and can be conve-
niently ported to systems based on different languages. The
tool includes a single script which automates the static trans-
formation workflow and prepares the program package.

6 Evaluation

In this section, we answer several questions: (1) is pilot exe-
cution applicable for real-world distributed systems? (2) can
PILOT detect and prevent recovery failures before they hap-
pen? (3) Does PILOT significantly delay real recovery? (4)
how accurate is PILOT? (5) how large are the runtime over-
heads? The experiments are done on servers with 8 cores 2.0
GHz CPUs, 64 GB memory, running Ubuntu 22.04.

6.1 Manual Effort of Using PILOT

Most analysis and instrumentation by PILOT is automatic,
though two types of manual effort are required. First, the
operator needs to provide a configuration file that specifies
metadata such as source file paths and instrumentation scope.

SL HF CS HB YN

LOC (K) 650 550 435 1220 442
Entry Points 26 12 34 60 24
Context Hooks 794 463 323 1191 313

Table 4. Overview of evaluated systems, including size (LOC in
thousands) and number of identified instrumentation points. SL: Solr;
HF': HDFS; CS: Cassandra; HB: HBase; YN: YARN.

Second, custom communication protocols will require mi-
nor modifications to include context metadata in the mes-
sage headers to support context propagation. These manual
changes are 41 lines of code in Cassandra, 89 in HBase, and
50 in Hadoop (HDFS and YARN share the same RPC frame-
work). Solr uses a standard HTTP library for communication
so there is no need for manual modification.

6.2 Applying PILOT to Real-World Systems

To evaluate the practicality of our approach, we applied PILOT
to five real-world distributed systems: Solr, HDFS, Cassandra,
HBase and YARN. These systems are widely deployed in pro-
duction and are known to suffer from subtle recovery-related
failures. We selected these systems to represent diverse archi-
tectures (e.g., master-worker and peer-to-peer) and recovery
patterns. As the result, our tool successfully enabled pilot
execution for all five systems. In Table 4, we show how large
the codebase of the system is, and the number of recovery
entry points instrumented to enable pilot execution.

6.3 Runtime Detection and Recovery

Methodology PILOT is designed to be a simulation tool to
expose recovery failures before happening. The key metric
for evaluating it is once the recovery action is triggered in
a running system and will cause a failure, whether and how
quickly can the tool detect the failure. This contrasts with bug-
detection tools (e.g., fuzzing), which are designed to induce
bugs by generating triggering conditions like crafted inputs
or specific thread interleavings.

Failure Benchmark We constructed our evaluation dataset
by reproducing twenty real-world recovery failures across
five systems. Table 7 in the appendix shows the list of evalu-
ated cases. Our selection process began by querying each sys-
tem’s issue tracker with keywords such as “recovery failure”,
“error handler”, “retry”, “failover”, and “mitigation failure”.
This search returned 9,913 issues in total (Solr: 1,899; HDFS:
1,837; Cassandra: 1,309; HBase: 3,665; YARN: 1,203). From
these, we randomly sampled 500 issues for closer inspection
and examined their descriptions to confirm whether they re-
flected genuine recovery failures. We excluded cases that were
low priority, not triggered by recovery, or lacked complex in-
teractions, yielding 35 candidate failures. We attempted to
reproduce each and successfully recreated 20, while the re-
maining 15 lacked sufficient detail for reproduction. These
20 cases form our evaluation dataset. All of these failures led
to severe consequences. Each case took one week on average
to reproduce. Seventy-five percent of cases were not included
in our motivational study.



6.3.1 Detecting Recovery Failures

Baselines Many prior works [60, 90] are network-layer
systems that target failures in the datacenter fabric instead
of the application-level recovery logic. We compare PILOT
against four baselines that span the main families of runtime
validation that operators likely use for our target systems:

o We evaluate built-in dry-run when available (e.g., Cassan-
dra’s repair previews inconsistent ranges before fixing).
For systems without such support, we implement ad hoc
dry-runs that output recovery plans without execution.

o We implement A/B testing by limiting recovery actions to a
subset of nodes (e.g., single range mode in Cassandra).

e We evaluate failure detectors proposed by [80] which log
system events and correlate repeated requests with errors to
find vicious cycles, a common cause of recovery failures.

e We implement validation slice approach based on a prior
OSDI work [71], which creates a validation environment
by extending online services with new nodes and validates
workloads on these nodes before migrating to the whole
cluster. This is different from A/B testing as the validation
slice is isolated from the production cluster.

Results The results are shown in Table 5. PILOT success-
fully detected seventeen out of twenty evaluated issues. In
contrast, baseline approaches, even all four combined only
detect nine failures. The built-in preview can reveal issues in
the planning phase but fails to expose issues in the execution
phase. A/B testing is non-deterministic and highly depends on
how the nodes of test set are selected. For example, for CS3
and CS4, the timeout-related issues could only be triggered if
the specific problematic node is included in the selected test
group. Failed A/B tests can corrupt the test node or trigger
cascading failures, as in HB3 where the faulty node’s recovery
spread and caused others to fail. The vicious cycle detector
detects retrying issues but does not address other types. Val-
idation slice emulates recovery only on a small subset, thus
missing most bugs induced by complex interactions.

PILOT fails to detect three of twenty recovery failures.
In SL3, recovery is triggered multiple times and repeatedly
spawns threads that accumulate until causing stack overflow
after creating forty thousand ZooKeeper nodes—PILOT only
validates a single round recovery and cannot capture this ac-
cumulating effect that manifests progressively after multiple
rounds. HF3 demonstrates a failure of omission where the
ClosedChannelException is silently swallowed, leaving vol-
umes partially initialized, but since the recovery’s bug lies
in what error handler doesn’t do rather than what it does,
PILOT cannot detect this issue. HB2 exhibits a subtle seman-
tic violation where regions must clear states after failed log
replay—an implicit invariant that our checker did not cover.

6.3.2 Recovery Latency

Setup Validating should not significantly delay the real re-
covery. To measure the delay brought by pilot execution,

we evaluated recovery time for each issue under five scenar-
ios. We first evaluate the recovery time in the buggy version,
which is defined as the time from the start of recovery un-
til a recovery failure manifests without (@) and with pilot
execution (). This shows how fast pilot execution exposes
the issue compared to directly performing recovery. We then
measure, in the correct version in which the issue in the re-
covery code has been fixed, whether pilot execution will incur
significant delay by comparing recovery time without pilot
execution (@), with pilot execution (@), as well as the total
time of the pilot run followed by the subsequent real recovery
once determined as safe (©).

Results Table 6 summarizes the evaluation results. Under
the execution with buggy version, pilot execution takes a
similar amount of time compared to the original recovery,
incurring 3.99% latency increase on average (median: 2.12%,
0 =4.56%), caused by instrumentation. Under the execution
with correct version, we found that the combination of base
and pilot execution incurs additional latency ranging from
seconds to dozens of seconds. Thanks to our caching opti-
mization mechanism, the actual recovery after pilot execution
is significantly accelerated. The total time is far less than the
sum of the two individual phases and only slightly slower
than normal recovery. The overhead averages 17.63% for
normal recoveries longer than 10 seconds (median: 15.50%,
o = 6.87%), and remains within a few seconds for shorter
recoveries. We consider the overhead a worthwhile tradeoff
for the effectiveness and safety assurance we received with
this approach. For HF3 and HB4 we are unable to collect
their recovery latency under the correct version as the code
fix removes the whole error handler.

6.4 Preventing Recovery Failures

We examined whether insights from pilot execution could
guide subtle adjustments to recovery logic that would avoid
the recovery failures. Once the pilot execution exposes po-
tential errors, the re-execution applies the following strategy:
(1) using alternative recovery options if available, (2) slightly
adjusting recovery schedules to avoid race conditions and
resource conflicts and (3) throttling recovery operations to
prevent resource exhaustion and cascading failures (4) clean-
ing up problematic persistent data to enable correct recover.
Our experiments indicated that 14 out of the 20 issues (SL1,
SL2, SL3, HF2, HF4, HF5, CS1, CS2, HB3, HB4, YN1, YN2,
YN3, YN4) can proceed safely with this approach. We discuss
concrete case studies in the appendix §A.2.

6.5 Exposing A New Recovery Bug

PILOT is designed as a runtime testing tool instead of a bug
finding technique. Nevertheless, in our experiments it helps
expose a new recovery bug in the latest version of HBase. In
HBase, a Scan/Get RPC allocating an overly large array can
cause an OOM error. To prevent retries from spreading the
failure, developers added an array-size check that throws a



SL1 SL2 SL3 HF1 HF2 HF3 HF4 HF5 CSl1 CS2 CS3 CS4 HB1I HB2 HB3 HB4 YNI YN2 YN3 YN4
Built-in  0.11 X X X X X X X X X 598 624 X X X X X X X X
A/BTest 0.13 516 X X X X X X ND X ND ND X X ND X X X ND ND
VC [81] X X X X X X X X X X X X X X 1465 1497 X X X X
VS[71] 1572 X X X X X X X X X X X X X X 30.01 X X 9.76  9.17
PiLoT 0.14 517 X 131 153 X 5389 6.60 22370 7130 6.00 6.27 1.31 X 13.22 12.58 46.93 2.52 393 267
Table S. Detection time (sec) on 20 real-world recovery failures. X = Not detected. ND = Non-deterministic.
SL1 SL2 SL3 HF1 HF2 HF3 HF4 HF5 CSI1 CS2 CS3 CS4 HBI1 HB2 HB3 HB4 YNI YN2 YN3 YN4
Base® 0.13 5.14 X 127 147 X 5277 655 21594 6824 598 624 1.09 X 1298 12.03 44.00 249 3.86 2.56
Pilot® 0.14 5.17 X 131 153 X 5389 6.60 22373 7130 6.00 6.27 131 X 1322 1258 4693 252 393 2.67
Base ® 18.64 20.64 11.08 1.65 191 ¢ 54.06 8.57 23455 258.59 161.74 18091 1.74 1893 14.62 ¢ 0.60 3.71 6.66 6.26
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B+P® 21.27 24.03 1398 270 3.69 ¢ 57.24 10.63 269.65 301.81 186.94 204.70 3.35 23.57 18.83 ¢ 145 537 9.88 9.44
Table 6. Recovery time (sec) across configurations (@®=buggy, ®@®=fixed; X=not detected, ¢§=not reproducible).
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Figure 10. Tree edit distance similarity across 10 different scenarios.

DoNotRetryException. Still, in our fault injection tests P1-
LOT reports pilot-run errors. The output span tree shows,
when the reservoir configuration is disabled, DoNotRetryEx-
ception does not reach the client, leading to endless retry
loops. Our proposed fix [12] was confirmed by the developers
within hours, marked as “critical” (P1, highest priority), and
promptly merged into the master branch.

6.6 Accuracy of Context Propagation

To evaluate the accuracy of context propagation, we compare
execution trees (§4.3) for both pilot and normal recovery. We
employ the Tree Edit Distance algorithm [69, 79], a standard
metric for trace comparison to compute similarity scores. We
sample two recovery scenarios per system: one from our eval-
uated failures in Table 7 (s1-s5) and another from a random
recovery entry (s6-s10). We show results in Figure 10. Over-
all, in most cases the recovery path in pilot runs shares a
high similarity with the actual recovery. The remaining diver-
gences stem from three sources: non-deterministic operations,
time-sensitive functions affected by pilot-induced delays, and
concurrent state modifications that occur after pilot execu-
tion creates its shadow version. In HDFS, one case drops to
57.82% because recovery tasks were triggered after a chain
of multiple shared states, which fall out of our tracking scope.
6.7 Performance and Overhead

Offline Performance We measure the static performance of
P1LOT ’s workflow. PILOT first analyzes target systems and
then generates the instrumented/transformed function codes.
The analysis/generation times (in seconds) are: Solr 75/115,
HDFS 47/94, Cassandra 51/82, HBase 63/179, and YARN
92/120. All finish within minutes.

Online Setup 'We evaluated PILOT runtime overhead using
standard benchmarks: YCSB for Cassandra/HBase (40 clients,
100K requests, 50% reads), DFSIO for YARN (400 files of

JMeter for Solr (600K search queries, 300 clients).

For each system, we evaluated under two scenarios. First,
we measured overhead during normal operation without fault
injection. Second, we injected faults to trigger pilot execution
for recovery reactions to these faults by: (1) creating network
partition with Jepsen [20], a widely used distributed fuzzing
framework; (2) periodically killing a subset of nodes; and (3)
modifying files at random offsets to simulate corrupted files.

Online Results Figure 11 summarizes the results. When
pilot execution is not triggered (Figures 11(a), (c), and (e)), PI-
LOT incurs negligible overhead on throughput (0.28%—1.35%),
memory (0.40%-3.93%), and CPU usage (0%—1.54%). We
then collect data for three types of faults injected, with 5
data points for each fault type, totaling 15 data points. In Fig-
ures 11(b), (d), and (f), we show that boxes span the 25th—75th
percentiles, the black line marks the median, the white circle
marks the mean, whiskers extend to 1.5x the interquartile
range, and red dots denote outliers. When pilot execution
is triggered, the system experiences moderate overhead in
throughput (1.85%-8.38%), memory (3.51%-10.66%), and
CPU usage (5.21%—17.23%) due to extra isolation and instru-
mentation overhead.

6.8 False Alarms

We evaluated the false positive rate of PILOT under the same
workloads with the same faults injected as §6.7. Pilot exe-
cution will be triggered under fault injection, and for every
alarm it raises, we scrutinize whether it is a false positive,
defined as a case where the recovery is benign but the pilot
run still reports an error. The false positive rate is measured
as the number of false alarms divided by the total number
of alarms raised. The observed rates under different types of
fault injection are: Cassandra (0-0%), HBase (0-1.2%), HDFS
(0-0.7%), YARN (0-0.2%), and Solr (0-0.2%). Overall, PILOT
incurs a low false alarm rate. False alarms mainly come from
overly strict checkers that classify tolerable exceptions and
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transient timeouts as failures, even though these error signals
did not ultimately cause user-visible damage in practice.

7 Limitations and Future Work

First, fully capturing and modeling all the interactions is in-
herently complex for production systems. PILOT cannot track
consequences of “skipped” actions (e.g., lease renewal not
triggered), as well as interactions caused by subtle perfor-
mance shifts. Second, PILOT does not guarantee that it can
reliably reproduce nondeterministic failures. We plan to inves-
tigate using collected traces during pilot runs to enforce deter-
ministic interleavings. Finally, customizing effective recovery
strategies remains an open challenge. We envision integrating
LLM agents to generate tailored candidate recovery-policy
adjustments from pilot outputs (e.g., tuning retry backoffs
based on logs). PILOT acts as the gatekeeper: the candidate is
accepted only if it passes pilot validation for safety.

8 Related Work

Failure recovery in distributed systems is well-studied [39,
40, 45, 53, 54, 75, 76], yet many techniques treat failures
in isolation and overlook cross-component interactions, a
major source of recovery bugs [33, 65, 68]. Prior work cate-
gorizes recovery misbehaviors observed in production [47]
and highlights common causes such as metastability under
overload [50], vicious cycles from unbounded retries [80, 86].
Our study examines diverse failure patterns.

A line of work models distributed system dependency to
understand correlated impacts brought by system changes/up-
dates. INDaaS [93] and CloudCanary [92] construct fault
graphs from dependency data and perform audits to prevent
correlated failures. Some works [35, 38, 44] formally verify
that network properties still hold after configuration changes.

Our approach focuses on collecting empirical evidence from
real execution and complements the modeling approach.
A/B testing is a popular approach to assess recovery effects
without risking the whole cluster [52, 56, 90]. Nagaraja et
al. [71] propose to create a validation slice as an extension of
the existing cluster to validate operator actions, which shares
a similar goal with us. CrystalNet [60] emulates production
networks with real device firmware in isolated sandboxes.
NetPilot [90] addresses failures in datacenter networks by
iterating candidate devices and applying mitigation. A fun-
damental limitation of such emulation is that its fidelity is
inherently constrained by scale and setup, and it can still trig-
ger cascading issues that lead to failures. In contrast, pilot
execution uses in situ runs on the live system for accuracy,
while relying on isolation mechanisms to ensure safety.
Several systems mask errors after they occur: failure-oblivious
computing [83] discards invalid writes and fabricates return
values to keep execution going; Rx [82] rolls back to a re-
cent checkpoint and re-executes under modified conditions;
Shadow Filesystem [61] redirects execution to a verified sys-
tem implementation during faults. These techniques mitigate
symptoms post hoc but do not surface recovery hazards early.
In contrast, we expose issues before they impact production.
Speculative execution pre-computes work to hide latency
and improve performance, originating in processors [36, 49,
58, 73, 77] and later adapted to software systems [43, 57,
59, 72]. Examples include Speculator [73], which continues
execution while remote I/O is pending, Xsyncfs [74], which
optimizes synchronous I/O in file systems by proactively de-
ferring output until commit, and SWARM [70], which specu-
latively guesses timestamps for replication and auto-commits
upon verification to achieve single-roundtrip latency. They
have distinct goals and challenges compared to our approach,
as we focus on improving reliability rather than performance.

9 Conclusion

As cloud systems become increasingly complex, correctly
recovering systems from failures requires a more rigorous
approach. In this work we first present a study of real-world
recovery failures in popular distributed systems. Based on
the findings, we introduce PILOT, a new execution model to
validate failure recovery consequences before applying them
to production systems. Our evaluation results show that PILOT
is effective and efficient for real-world distributed systems.
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Id. Feature Symptom Studied
SL1[26]  Follower recovery State inconsistency N
SL2[25]  Follower recovery Partial failure N
SL3[27]  Core recovery Zombie (whole-cluster) N
HF1 [17] Namenode failover Service unavailability Y
HF2 [19]  Error handler Cluster initialization failure N
HF3 [15]  Error handler Incorrect results N
HF4 [13]  Datanode recovery Service unavailability N
HF5 [18]  Datanode recovery Partial failure N
CS1 [2] Node recovery Crash (cascading) N
CS2 [3] Node recovery Out-of-Memory Y
CS3 [5] Inconsistency Partial failure N
CS4 4] Inconsistency Partial failure N
HBI1 [10]  Snapshot Recovery State inconsistency Y
HB2 [7] RegionServer failover State inconsistency N
HB3 [11] RegionServer failover Crash (cascading) Y
HB4 [9] Scan Retry Crash (cascading) N
YNI [32] ResourceManager failover — Service unavailability Y
YN2[30] ResourceManager failover  Service unavailability N
YN3[31] NodeManager Recovery Crash N
YN4 [29] NodeManager Recovery Crash N

Table 7. 20 real-world recovery failures used in our evaluation. SL:
Solr; HF: HDFS; CS: Cassandra; HB: HBase; YN: YARN.

Appendix A Evaluation Clarifications

A.1 Evaluated Recovery Failures

We show the complete set of evaluated failures in Table 7.

A.2  Preventing Recovery Failure — Case Studies

We discuss several concrete cases from the result in §6.4.

HB3. A RegionServer crash was caused by an empty but
corrupted WAL file. Upon detection, HMaster initiated failover,
transferring the failed RegionServer’s responsibilities to oth-
ers. However, since the corrupted WAL remained untouched,
each recovery attempt triggered a NullPointerException (NPE),
cascading across the cluster and eventually crashing all Re-
gionServers. PILOT intercepts this NPE during pilot execution
and replaces the dangerous Runtime.halt() call, which is in-
voked when NPE is thrown, with a safe reporting API of
PILOT runtime lib. By flagging the faulty WAL file early, P1-
LOT enables intervention—specifically, by deleting the empty
file—allowing recovery to proceed cleanly without further
data loss or crashes.

CS2. The recovery process requires each node to construct
and transmit MerkleTrees to the coordinator node to fix data
inconsistency. When inconsistencies are substantial, these
MerkleTrees can become excessively large, leading to Out-
OfMemoryError crashes during recovery. Using pilot execu-
tion, PILOT successfully anticipates and reports this failure
condition before it manifests. Based on insights from the pilot
run, the real execution switches to use: (1) subrange repairs,
which divide token ranges into smaller segments, and (2) table
level repairs, which scope the repair operation to individual ta-
bles rather than entire keyspaces. Both strategies significantly
reduce MerkleTree size and prevent OOM conditions.
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YNI. The system encounters a timing-sensitive issue during
Resource Manager (RM) failover. If the RM is switched over
when a MapReduce job is being executed, the FairScheduler
of RM may attempt to access an empty internal list used to
denote containers’ scheduler keys during container reassign-
ment for failover, resulting in a NoSuchElementException that
crashes the newly recovered RM. PILOT detects this subtle
timing-related failure by simulating the recovery path and
observing the unsafe condition. As a workaround, PILOT
reschedules RM failover and avoids the issue.

Appendix B Implementation Details

B.1 Spawning Phantom Threads from Original
Threads (Micro-Fork)

§4.2.1 discusses how we support spawning phantom threads
from original threads, which we call micro fork. We further
elaborate on the details of this mechanism here. For check-
point capture, PILOT leverages Soot to transform compiled
bytecode. Soot first lifts bytecode into an intermediate rep-
resentation (IR), where PILOT inserts hooks to capture local
variables before each call site. The instrumented IR is then
lowered back to bytecode. Operating on compiled bytecode
makes the instrumentation independent of source code struc-
ture and compiler options.

Static instrumentation PILOT employs interprocedural anal-
ysis to identify threads that may be influenced by pilot runs,
particularly long-running threads that contain synchroniza-
tion primitives or monitor shared states within loops. For
those threads, PILOT instruments all functions along the call
paths leading to these potential influence points. Figure 12
illustrates this mechanism using the motivating HBase exam-
ple. The AssignmentThread t2 waits on region reassignment
signals through cv$wrapper.await (), representing a potential
influence point. As shown on the left side of the figure, our in-
strumentation inserts lightweight hooks: before each function
invocation, a frame is pushed to record the call site and local
variables; after the function returns, the frame is popped. This
maintains a continuous call stack checkpoint. Consequently,
when the AssignmentThread blocks at cv$wrapper.await(),
the PILOT runtime library holds a complete checkpoint of its
call stack, ready for micro-fork.

Runtime behavior At runtime, consider when a phantom
thread tl triggers cv$wrapper.signal() to coordinate with
the AssignmentThread t2 to complete the reassignment logic.
As illustrated in Figure 12, our condition variable wrap-
per, described in §4.3, propagates PilotContext and initiates
a micro-fork through PilotUtil.microFork(t2, pilotCtx).
The runtime library creates a corresponding phantom thread
t3 of AssignmentThread t2, and binds the propagated Pilot-
Context to it, with the isFastForward flag set to true.
Phantom thread t3 then reconstructs the original thread’s
execution state by fast-forwarding through the recorded call
stack. As illustrated on the right side of Figure 12, run$pilot()

Algorithm 1: Speculative Lock

1: State Variables:
2: lockSeq < 0, currentHolder < 0, delegate < original lock
3:
4: procedure ACQUIRE_LOCK(?)
5: if t.state = ORIGINAL then
6: LOCK(delegate)
7. if lockSeq > currentHolder then
8: ABORTPILOTRUN()
9: else if #.state = PHANTOM then
10:  t.mySeq < lockSeq
11:  lockSeq < lockSeq +1
12:  while (currentHolder < t.mySeq) V 1ISLOCKED(delegate)
do
13: YIELD
14:

15: procedure RELEASE_LOCK(¢)

16: if z.state = ORIGINAL then

17:  UNLOCK(delegate)

18: else if t.state = PHANTOM then

19: currentHolder < currentHolder + 1

function checks the isFastForward flag and, if set, uses Pi-
lotUtil.stackInfo.getTop() to retrieve the next call site
from the stack, then jumps directly to that function (e.g.,
funcl$pilot()) while bypassing intermediate code. Before
entering each function, the system restores local variables
from the call stack and pops the corresponding frame. This
process continues until the call stack is empty—precisely at
the synchronization point where the original thread t2 was
influenced. At this point, the isFastForward flag is cleared,
allowing the phantom threads to execute the region assign-
ment logic entirely within pilot versions and continue normal
pilot execution.

This design guarantees that original threads remain un-
affected (the AssignmentThread stays safely blocked), while
pilot run accurately simulates the complete reassignment be-
havior that would occur in actual recovery.

B.2 Speculative Lock

PILOT implements this mechanism by adding an auxiliary
queue to each lock and instrumenting the synchronization
primitive interfaces. We show the logic in Algorithm 1. It
maintains three state variables: lockSeq is an atomic integer
which marks the sequence id for the next acquire. curren-
tHolder is an atomic integer which marks the sequence id of
the current lock holder. delegate points to the original lock.
An original thread simply acquires the real lock (delegate)
and runs as usual, aborting any ongoing pilot run if phantom
threads are queued or active. A phantom thread, when re-
questing the lock, takes a sequence number from lockSeq and
waits until it is its turn and the real lock is free (checked via
ISLOCKED(delegate)). Once both conditions are satisfied, the
phantom enters a speculative critical section without touching
the real lock. When it finishes, it increments currentHolder



AssignmentThread
t2

void run() {
varList = [x,y,z,.]

[m
+PilotUtil.push(callSitel, varList);
callSitel: funcl();
+PilotUtil.pop();
}

[rn |

PilotRuntime

AssignmentThread$phantom
i3

run$pilot

void run$pilot(){

varList = [x,y,z,.]

if(pilotCtx.fastforward){
StackInfo stackInfo = PilotUtil.getTop();
X,Y,Z,. = PilotUtil.copy(stackInfo.getVarList());

+PilotUtil.push(callSitel, varlList);

CallStack
void funcl() {
varList = [x,y,z,.]
/[ run: callSite1, varList

callSiteID = stackInfo.getCallSite();
PilotUtil.removeTop();

callSitel: func_xx();
+PilotUtil.pop();

func1: callSite2, varList

goto callSiteID;
}

func1$pilot

[/
+PilotUtil.push(callSite2, varList) ;]
callSite2: func2();

func?2: callSite1, varList

I/
callSitel: funcl$pilot();
}

+PilotUtil.pop();
3

void func2() {

varList = [x,y,z,.]

[/

+PilotUtil.push(callSitel, varlList);
callSitel: cv$wrapper.await(): — _ _
+PilotUtil.pop();

e

}

PilotUtil.microFork(t2, pilotCtx)
t1

func2$pilot

cv$wrapper.signal

Figure 12. Code examples (simplified) for micro-fork used in HBase-25898.

so the next phantom can proceed. This approach ensures orig-
inal threads are never delayed.

B.3 Propagation Mechanism

Propagating PilotContext requires distinguishing between
explicit handoff and implicit handoff to track pilot execution
and construct causal relationships. Figure 6 illustrates five
representative scenarios.
Explicit Handoff Explicit handoff occurs at well-defined
interfaces where a clear sender-receiver relationship exists.
PilotContext can be directly attached at these boundaries.
Task-Executor Model (@). Many recovery actions enqueue
asynchronous tasks that later run on executor threads, break-
ing direct thread lineage and losing pilot intent. PILOT in-
struments standard task interfaces (e.g., Runnable/Callable/
Future) to carry context from the submitting pilot thread.
When the task executes, the runtime inspects the context:
if valid, it activates a phantom thread and redirects to pilot-
version handlers; otherwise, execution proceeds normally.
Synchronous Cross-Process Communication (®). RPC/HTTP
boundaries sever thread identity and process state, so pilot
intent must traverse message channels. PILOT injects Pilot-
Context into outbound metadata (e.g., HTTP headers, gRPC
metadata, or custom RPC fields), piggybacking on standard
interceptors or extending existing serialization hooks. At re-
ceiver entry points (e.g., servlet filters, gRPC service stubs),
the runtime detects the context, spawns or reuses a phantom
thread bound to it, and dispatches pilot-version handlers.
Asynchronous Cross-Service Communication (@). Some
third-party services (e.g., ZooKeeper) deliver callbacks asyn-
chronously, where the causality between a pilot-originating
write and a later callback event is explicit but temporally de-
coupled. PILOT introduces a thin client-side proxy: on pilot-
originating operations, it persists the current PilotContext

to a side metadata channel (e.g., a sibling znode); on watch
delivery, it intercepts the callback, retrieves the matching con-
text, and activates a phantom thread to handle the event in
pilot mode.

Implicit Handoff Implicit handoff occurs when pilot execu-
tion alters shared state that original threads observe, causing
them to change their behavior without direct communica-
tion. PILOT intercepts these state modifications to propagate
PilotContext.

Synchronization Primitives (8). Condition variables, latches,
and similar primitives are a form of shared state which can
cause pilot-induced wakeups to affect original threads. PILOT
replaces common synchronization primitives with wrapper
variants that record waiters and signallers while carrying con-
text. When a phantom thread signals, the wrapper dequeues
the next waiter: if it is an original thread, PILOT creates a
new phantom thread with the signaling context bound to it,
continuing the awakened path in pilot mode. This transforms
the wait queue into an explicit propagation bridge while pre-
serving the isolation of original threads.

Shared Variable Monitoring (). Systems often have threads
that poll or branch on shared variables (e.g., status flags) that
pilot execution may update, implicitly handing off control
through state changes. PILOT uses static analysis to identify
such variables (typically lock-protected or concurrent types)
and augments them with an embedded PilotContext slot, in-
jecting guards at access sites. When pilot execution writes to
such a variable, it marks the variable with its context. Subse-
quently, when an original thread reads this pilot-marked state,
the guard creates a phantom thread that continues execution
in pilot mode.
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