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Abstract

Mitigating anomalies in production cloud cannot wait. Yet mitiga-
tion can often be unsafe when applied at fleet scale: the symptom
may be transient or tenant-local, while the action may conflict
with workload or capacity constraints. A poorly scoped mitigation
is sometimes worse than the anomaly itself, which could disrupt
workloads or escalate a local problem into a major outage.

We present PANACEA, a production framework in Microsoft Azure
for turning ad hoc mitigation actions into safe fleet-wide policies.
PANACEA organizes each policy around an activation boundary that
makes conditions explicit. PANACEA then applies the action within
the boundary, and brings production evidence back to operators
so that the boundary can be evolved as production evidence ac-
cumulates. Deployed in Microsoft Azure for more than two years,
PANACEA currently supports 16 anomaly scenarios across CPU,
memory, storage, and networking. PANACEA’s preventive actions
correspond to an estimated 12% reduction in fleet-wide interruption
rates over six months.
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1 Introduction

Cloud infrastructure operates at massive scale. At this scale, anom-
alies become an everyday reality, which originate from hardware
faults, software bugs, configuration issues. These anomalies are
often subtle or intermittent, making them hard to detect and fix.
A seemingly local anomaly, if not mitigated, can amplify into
broader cluster health degradation. Figure 1 illustrates such an ex-
ample. First (@), a single storage node experiences disk pressure
that leads to unusually slow I/O operations. The node remains oper-
ational but delivers degraded performance. Second (@), as requests
to the affected node become slower, traffic may be redirected to
other nodes in the cluster. This redirection shifts additional work-
load onto otherwise healthy nodes, pushing them beyond their
capacity. Finally (®), the resulting overload can spread beyond the
immediate neighbors as traffic is redistributed across the cluster.
Thus, timely anomaly mitigation is critical, but it is also difficult
to achieve. In production mitigation often has to begin before a
complete diagnosis is available. In a live-site incident, operators
may leverage a telemetry query that identifies the affected machines
and an action that mitigates the impact. Replaying the same query
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Figure 2: Mitigation practice transformation with PANACEA.
©: Signal satisfies boundary; ®: Approved mitigation starts;
©: Post-action health monitored.

and action across the fleet can be unsafe, as an action that was
appropriate for one machine may be unsafe for a different workload
or capacity conditions.

While extensive efforts [32, 34, 37, 39, 40] have been made to
mitigate such problems in production environments, they are only
tailored for specific, well-known anomalies. Several systems had
already been built and deployed internally at Azure before this
work. RESIN [28], which monitors memory usages and leverages
heap snapshots to diagnose memory leak issues. Narya [24] moni-
tors hardware metrics such as disk wear-out rates to predict and
prevent hardware/firmware-induced failures. Still, large-scale cloud
infrastructures such as Azure experience dozens of distinct types
of anomalies. Building and maintaining a specialized system for
each type is impractical. A general-purpose approach is needed to
support all these types of anomalies.

We present PANACEA, a production framework designed to turn
incident-tested mitigations into recurring fleet-wide policies. Un-
like prior systems that assume a stable failure definition or detector,
PANACEA targets an earlier operational stage in which a useful
symptom and action are known, but the conditions under which
that action should run remain uncertain. We refer to the conditions
under which such an action may run automatically as its activation
boundary. The boundary captures the operational preconditions.
For each scenario, PANACEA connects scenario-specific targeting
logic, a pre-approved action path, and rollout and capacity con-
straints, and exposes execution outcomes and post-action health
evidence for operator-driven refinement of the activation boundary.

Before PANACEA, teams across Azure had already developed mit-
igation rules and procedures tailored to their services and failure
scenarios. These practices captured valuable operational knowl-
edge, but the conditions governing when a mitigation should be
applied were often expressed differently across operational pro-
cedures. As we sought to support a broader range of mitigations
across Azure infrastructure, we recognized the need to make these
conditions explicit and support their continuous refinement as op-
erational evidence accumulates. PANACEA builds on these existing
practices by introducing a common abstraction for specifying when
a mitigation is appropriate, while accommodating the requirements
of different services and scenarios.

Figure 2 illustrates the operational benefit brought by PANACEA.
Responding to an anomaly typically involves reporting the incident,
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Figure 3: Root cause distribution of incidents collected in our
study.

engaging the responsible team, and manually investigating and ap-
plying appropriate mitigations. These steps can prolong recovery,
particularly when multiple mitigation attempts are needed. With
PANACEA, once an anomaly satisfies the activation boundary of a
pre-approved mitigation policy (@), the corresponding mitigation
is automatically initiated (@), followed by post-action health moni-
toring (©). This shortens the time-to-mitigate by reducing the need
for per-incident manual intervention in known failure scenarios.

Specifically, this paper makes three contributions:

Problem formulation and abstraction for ambiguous mit-
igations. We identify the missing operational step between an
incident-tested mitigation and fleet-wide automation and intro-
duce the activation boundary. Because the correct boundary is
rarely known when a scenario first appears, we characterize an
operator-driven lifecycle in which policies begin conservatively
and are narrowed, broadened, escalated, or retired as production
evidence accumulates. The abstraction makes the assumptions be-
hind automation explicit and revisable, without requiring complete
diagnosis or autonomous policy synthesis.

A production framework for operationalizing mitigation
policies. PANACEA integrates cross-layer telemetry with existing
Azure repair and deployment services, and provides the infras-
tracture needed to apply the same lifecycle across heterogeneous
anomaly classes. It separates mitigation policy from the underly-
ing repair backend, allowing node- and service-level interventions
to share a common process for target selection, execution, and
post-action analysis.

Deployment evidence and lessons from Azure. PANACEA
has been deployed in production at Microsoft Azure since early
2024, operating across millions of host machines and hundreds of
thousands of System-on-Chip (SoC) machines in 60 global regions.
Each month, the mitigation engine executes tens of thousands of
actions, including a median of 800 process restarts, 10K empty-node
reboots, and 4K container-migration triggers. Over the six months
ending March 2026, PANACEA’s preventive actions correspond to
an estimated 12% reduction in fleet-wide interruption rates.

2 Background and Motivation
2.1 Cloud Anomalies in Practice

To gain a better understanding of common anomaly patterns, we
conducted an exploratory study of incident tickets handled by our
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Scenario Category Component Anomaly Description

Low memory Memory Host Critically low memory availability, risking agent crashes.
Memory leaks Memory Host Gradual memory exhaustion from faulty processes or drivers.
Memory crashes Memory SoC Memory faults in SoC components causing repeated crashes.
Out-of-Memory on start Memory SoC Agents OOM-killed during startup due to insufficient memory.
CPU jitter CPU Host Excessive CPU cycle stealing affecting VM performance.

vDisk I/O stalls Storage/Network ~ Host
Low disk space Storage Host
Obsolete files Storage Host
Blips/pauses Storage Host

Virtual disk I/O stalls; often due to unstable hardware or networks.
Disk pressure from excessive usage.

Log and temp file cleanup failures that consume storage.

Unexpected VM-level I/O/network interruptions degrading workloads.

Leftover downgrade files
Service log bloat

Storage/Security SoC
Storage/Security SoC

Residual downgrade files blocking service connectivity.
Unbounded logs consuming memory, requiring warm reset.

Port collision Network SoC

Unauthorized processes occupying critical service ports.

Kernel/Hardware ~ SoC
Kernel/Hardware ~ SoC

File system corruption
Kernel crashes

State corruption triggering kernel/user mode crashes.
Frequent panics in SoC firmware requiring repave or card replacement.

Platform/Infra VM
Platform/Service SoC

User-reported VM issues
Inactive ServiceManager

Automatically triggered by user-reported platform failures.
Failure to start critical agents due to systemd issues.

Table 1: Anomaly scenarios targeted by PANACEA (Host = Host nodes; SoC = System-on-Chip).

engineering team between October 2025 and April 2026. We cate-
gorized their root causes based on developer descriptions. Figure 3
shows the distribution of root causes for these incidents.! Host mem-
ory leaks account for 41.9% of reported incidents in our dataset,
followed by disk space leaks (24.3%), SoC memory crashes (12.2%),
disk blips and pauses (9.5%), log bloat (6.8%), and port collisions
(4.1%). These incidents show that a large fraction of issues arise
from host- or SoC-side anomalies that manifest as gray failures [20]:
performance degradation and instability without obvious “down”
signals.

Figure 3 does not capture all anomaly types that PANACEA needs
to handle, partly because some anomalies are reported and tracked
through other channels and thus are not reflected in this break-
down. Also, while some anomaly types occur more frequently than
others, incident frequency does not necessarily reflect their impact.
Even rarely reported anomalies can have significant consequences,
which demands dedicated mitigation workflows and policies. Ta-
ble 1 summarizes the anomaly scenarios PANACEA targets at.

2.2 Why Existing Workflows Are Insufficient

We initially set out to extend existing anomaly-detection and miti-
gation frameworks already deployed in Microsoft Azure, such as
RESIN [28] and Narya [24]. However, our experience showed that
simply generalizing these frameworks is not feasible because they
target a different stage of the operational pipeline and rely on as-
sumptions that do not hold for many of the anomalies we face.

RESIN is deliberately specialized to a single anomaly family:
memory leaks. Both the failure mode and its consequences are
well understood by operators. Azure engineers thus built a tailored
pipeline around them: automated workflows periodically capture
heap snapshots, and a pattern-matching algorithm triggers when
it observes predefined memory-growth patterns. This design is
effective for its target, but tightly coupled to memory leaks and
does not easily carry over to other anomalies.

Narya therefore asks which mitigation works best once the fail-
ure type and its detector are fixed. It runs online experiments (e.g.,
A/B tests, bandits) to choose among a fixed menu of composite

The total number of collected incidents is omitted due to confidentiality requirements.

actions the one that best reduces VM interruptions. However, in
PANACEA, many of our hardest scenarios start earlier in the pipeline:
to discover the structure of mitigation before the failure’s scope,
time window, and reliable signals are clear. In other words, Narya
handles problems from a different stage.

2.3 Challenges in Defining Mitigation Eligibility
Why is defining a safe fleet-wide mitigation policy so challenging?
Our experience revealed several common issues in determining
whether mitigation actions should be applied automatically.

Ambiguous anomaly signals. The same symptom may arise from
different underlying conditions, only some of which warrant a
particular mitigation. For example, an early policy for recurring
network disconnections relied on the number of occurrences within
the time window. However, we later observed similar event patterns
following other repair workflows (e.g., backplane resets) and in
cases affecting only a single subscription. The event count alone
could not reliably distinguish persistent host-level problems from
these other cases. Additional context, including signal persistence,
repair history, and subscription scope, was often needed to identify
appropriate mitigation targets.

Context-dependent action safety. Even when an anomaly is cor-
rectly identified, applying the same mitigation across different ma-
chines may be unsafe. Actions such as marking hosts unallocatable,
migrating VMs, and repaving nodes can disrupt workloads. Their
eligibility therefore depends not only on the detected anomaly but
also on workload characteristics, ongoing operations, and available
capacity. These conditions must be considered before an incident-
tested action can be safely automated across the fleet.

Evolving mitigation criteria. The conditions for applying a miti-
gation are rarely fully understood when a scenario first emerges.
Initial policies must balance the risk of unnecessary interventions
against that of leaving affected machines unmitigated. For example,
an early policy may often be too conservative so that the criterion
excluded machines experiencing frequent but intermittent issues.
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Subsequent operational evidence motivated a less restrictive cri-
terion while retaining repair-rate limits. Operational knowledge
often accumulated after the initial mitigation was introduced.

3 Evolving Mitigation Policies in Production
3.1 What Constitutes a Mitigation Policy

A mitigation scenario in PANACEA combines three elements. Ta-
ble 2 summarizes the policy breakdown and gives examples with
a common anomaly we deal with, E17. E17 is a host-associated
network-disconnection event reported by Azure’s platform teleme-
try. Repeated E17 events may indicate an underlying host-level
networking or hardware fault that can disrupt the VMs running on
the affected host.

Target-selection logic. A scenario-specific query identifies candi-
date machines from host, SoC, VM, or user-reported signals. The
query may include thresholds, lookback windows, persistence re-
quirements, and context such as stock keeping unit, cluster, tenant,
or subscription count.

An approved action path. Each scenario invokes a repair action
already exercised and reviewed by the owning engineering team.
Depending on the scenario, this may be a node-level action such
as marking a node unallocatable, migrating its VMs, rebooting,
repaving, or replacing hardware, or a service-level script such as
restarting a process or cleaning disk space. The action path also
specifies how failures and timeouts are handled.

Operational constraints. A scenario includes conditions that re-
strict when and where the action may run, such as exclusions for
particular tenants or clusters, checks for concurrent repair work-
flows, per-target cooldowns, and limits on concurrent repairs or
affected capacity.

These elements are not expressed in a single policy language in
our current deployment. Target selection is typically implemented
as an analytics query, while actions and rollout constraints are
configured in the corresponding Azure orchestration services. We
use policy to refer collectively to these pieces and their operational
ownership. PANACEA connects them into a recurring workflow and
exposes the execution and health evidence needed to revise them.

3.2 Starting from a Conservative Policy

When a new scenario is onboarded, operators rarely have enough
evidence to define its final activation boundary. They may know
that a signal appeared during an incident and that a particular
action helped, but not how common the signal is across the fleet,
whether it has multiple causes, or which workloads make the action
unsafe. The initial policy therefore targets a narrow set of severe
or persistent cases. Operators retain the incident-tested action, use
conservative thresholds and lookback windows, exclude known
sensitive scopes and conflicting workflows, and deploy first to
lower-tier or canary environments. The objective at this stage is
not maximum coverage. It is to automate a small set of cases for
which the action is understandable and the blast radius is bounded.

Once the policy is active, PANACEA repeatedly evaluates its tar-
geting query and submits qualifying targets to the configured repair
backend. Existing deployment mechanisms provide staged rollout,
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bake time, throttling, and the ability to stop further execution when
health regressions appear. Sections 4 and 5 describe these mecha-
nisms.

3.3 Refining the Activation Boundary

Policy refinement remains operator-driven. Mitigation owners re-
view several sources of production evidence: historical query results,
orchestration logs and action outcomes, post-action health signals,
incident investigations, and feedback from partner teams. They use
this evidence to identify both over-mitigation—targets for which the
action was unnecessary or unsafe—and under-mitigation—affected
targets that the current rule selected too late or missed entirely.
The resulting changes usually fall into three categories.

Signal and persistence. Operators revise which signals count as
evidence and how long they must persist. For example, a flat event
count may be replaced by a requirement that the symptom occur
across multiple time bins, or a metric may be replaced after its
semantics are found to include benign behavior.

Scope and context. Operators add context that distinguishes a
platform fault from a tenant-local symptom or an artifact of an-
other workflow. Such changes include RCA exclusions, subscription-
aware handling, cluster and tenant exclusions, and checks for recent
repairs.

Action preconditions and escalation. Evidence may show that
an action cannot succeed on some targets or that repeated failure
warrants a stronger action. Operators then add preconditions, alter
timeout handling, or escalate from a lightweight repair to repaving,
investigation, or hardware removal.

Candidate changes can first be replayed over historical telemetry
to estimate their target set and detection latency. They are then
introduced through the same staged rollout process as the original
policy. PANACEA does not autonomously synthesize or approve
policy updates: operators remain responsible for interpreting the
evidence and deciding whether to broaden, restrict, roll back, or
retire a policy. Section 6 examines how this process changed policies
for production scenarios.

4 Operationalizing Mitigation Policies

Figure 4 shows how PANACEA operationalizes a mitigation policy
over existing Azure telemetry and repair services. At a high level,
PANACEA serves as a mitigation-policy control plane layered over,
rather than a replacement for, these existing systems. Scenario
owners define and revise mitigation policies; existing Azure services
collect the underlying telemetry and perform the repair actions; and
PANACEA manages policy evaluation and execution by matching
policies against that telemetry, enforcing operational constraints,
dispatching eligible targets to approved repair paths, and correlating
the resulting evidence.

After a scenario owner onboards an incident-tested action and an
initial activation boundary, PANACEA operates in three phases. First,
it evaluates a scenario-specific targeting query over host-, VM-,
and application-level telemetry to identify machines that satisfy
the current boundary. Second, it applies operational checks, in-
cluding scope exclusions, cooldowns, concurrent-workflow checks,
and capacity limits, and submits eligible targets to the scenario’s
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Table 2: Structure of a PANACEA mitigation policy and its lifecycle evidence, illustrated using E17, a host-side anomaly associated
with recurring network disconnections.

Element

Example

Where implemented or recorded

Activation boundary. When is the action eligible?

Signal evidence
Persistence requirement
Scope and context

Exclusions and runtime
preconditions

Repeated E17 network-disconnection events associated with a host
E17 activity in every 3-hour bin of a 12-hour window

Treat single-subscription observations as potentially tenant-local;
require persistent multi-subscription evidence for host-level mitigation
Exclude events following recent backplane resets and defer machines
already participating in another repair workflow

PANACEA analytics query over existing platform telemetry
Temporal predicates in the PANACEA targeting query
Query grouping and scenario configuration managed by PANACEA

PANACEA query filters and runtime checks over existing Azure
workflow state

Execution policy. How is the approved action applied?

Approved action path
Rollout and capacity controls

Cooldown and duplicate
suppression
Escalation path

Mark the host unavailable and migrate or recover its VMs
Enforce scenario- and region-specific repair budgets

Suppress recently mitigated targets and avoid overlapping repair
requests

Route persistent cases to stronger hardware repair or operator
investigation

Existing Azure node-repair service invoked by PANACEA
Existing Azure orchestration controls configured and invoked
through PANACEA

PANACEA eligibility checks and existing orchestration state

Pre-approved Azure repair path and operator workflow

Lifecycle evidence. How is the policy evaluated and revised?

Execution records
Post-action health
Revision inputs

Workflow status, timestamps, timeouts, and structured errors
Node readiness together with reboot and I/O health signals
Historical replay, incident investigations, execution failures, and
partner-team feedback

Recorded and correlated by PANACEA from the repair backend
Existing Azure monitoring systems, correlated by PANACEA
Operator review of PANACEA-linked analytics, execution, health,
and incident records

Existing Telemetry Panacea
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pre-approved node- or service-level repair path. Finally, it records
execution outcomes and correlates them with post-action health
evidence. The scenario owner reviews this evidence together with
incident investigations and partner-team feedback, and may narrow
or broaden the boundary, modify the escalation path, roll back a
revision, or retire the policy.

4.1 From Telemetry to Candidate Targets

First, the detection workflow collects telemetry data from multiple
system layers—including application, virtual machine, and host
levels—to build a rich context for analysis. Second, it performs rule-
based and pattern-driven analysis at the primary layer (typically the
host or SoC level). At the end, PANACEA correlates findings across
layers to improve precision and reduce false positives, ensuring
that localized symptoms are interpreted in the context of broader
system behavior.

Host/SoC Signals. The primary signals PANACEA collects are those
from host and SoC. The telemetry collected includes service logs,

Windows/Linux OS events, disk/memory/CPU performance coun-
ters, and machine/process/service-level exceptions, along with their
signatures. This information is being collected on over 3 million
host OS nodes and 600k SoC nodes, at a frequency ranging from
minute level to daily (depending on the signal type and environ-
ments). PANACEA does not deploy its own host agents on each node.
Instead, it leverages a variety of host and SoC profiling services
developed and installed by other Azure teams.

VM-reported Impacts. While host/SoC signals provide low-level
health indicators, they often lack direct visibility into customer
workloads and how failures manifest at the VM level. To address this
gap, PANACEA incorporates a lightweight monitoring component
deployed on Azure VMs, to gain insights into guest VM health. It is
an opt-in service delivered through the application health extension
(so customers can configure it to be enabled or disabled). Currently,
the component includes 40 built-in checks (a subset of which are
shown in Table 3). The monitoring module does periodic checks
(execution interval ranges from 60 to 180 seconds) on each VM and
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Signal Description Error Codes
outbound Verify network outbound con-  HttpGetFailed,
nectivity from the Azure VM HttpReadResponseFailed
clockskew  Verify clock skew between ClockSkewHigh,
NTP server and Azure VM ClockSyncFailed
disk_io Verify file operations on each ~ DiskPartitionMountFailed,
mounted drive DirectoryCreationFailed,
FileCreationFailed,
FileWriteFailed,
FileReadFailed
dns Verify DNS resolution DnsLookupFailed
imds Verify IMDS endpoint connec-  ImdsEndpointUnavailable,
tivity and VM info retrieval ImdsDataParsingFailure,
ImdsDataMissing
proc_init  Verify process creation ProcessCreationFailed,
ProcessExecutionTimeout,
ProcessReturnedError
proc_run Verify if target processes are  ProcessListingFailed,
running ProcessNotRunning
storage Verify PANACEA Storage Blob ~ AzBlobDownloadFailed,

connectivity and download AzBlobAuthenticationFailed

Table 3: Examples of VM monitoring checks and common
corresponding errors.

emits the pass/fail result of each check, along with the error code
and diagnosis message for the failures. These signals are collected
by a guest agent, and then those logs are eventually published to a
column-oriented analytics platform supporting cloud storage.

User-reported Impacts. We observe that users (internal developers
or customers) frequently possess more immediate awareness of
service-level degradations, and their applications are often equipped
with built-in mechanisms to detect and report anomalies based on
domain-specific knowledge. Thus, PANACEA further allows users
to report real-world service degradations with a RESTful API [31].
Users could report the performance and connectivity impact to
their workloads.

When a customer reports an incident, the root cause is often
unknown—it could stem from host updates, storage, networking, or
other subsystems. In some cases, customers can provide symptoms
such as degraded performance or connectivity issues, but these
observations may be incomplete or imprecise. To enhance con-
text, metadata and diagnostic signals from the customer’s VMs are
automatically correlated and attached to the event using internal
telemetry systems.

Note that the reporting API is not a replacement for support
tickets—users can still file tickets as needed. It serves as a quicker
method to alert the system to potential issues.

4.2 Mapping Targets to Approved Action Paths

Once a target satisfies a scenario’s activation boundary, PANACEA
invokes the scenario’s pre-approved action path. The path may com-
prise a multi-step node- or service-level workflow, while PANACEA
enforces rollout, cooldown, workflow-conflict, and capacity con-
straints and records the resulting execution and health evidence
for later operator review.

Table 4 summarizes the types of mitigation actions. These actions
are broadly divided into node-level and service-level interventions.

Node-level interventions are the broader, higher-level actions
PANACEA takes, like rebooting, reallocating, or isolating high-risk
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Action Example Scenarios
Mark as Unavailable Blips/pauses
—qv; Reboot nodes Memory leaks
'z, Warm Reset Service log bloat
Repave Kernel crashes
o Process restarts Memory leaks
-2 Freeze/Thaw agents Out-of-Memory on start
E Resource cleanup Low disk space, Obsolete files

Resource pre-allocation Port collision

Table 4: Mitigation action types and example scenarios.

nodes, along with system state integration with the VM allocator.
For empty nodes, PANACEA performs maintenance operations such
as rebooting, or change the status of high-risk nodes. Non-empty
nodes will be marked as unallocatable. Any kind of reboot is always
preceded by mark unallocatable to try to move VMs off the node.
The system integrates availability state with Azure global VM allo-
cator. PANACEA attempts to migrate all VMs on affected hosts. All
the VMs that are live migratable will migrate off the node. Once
the node transition from unallocatable to human investigation fol-
lowing the policy, service recovery will be done on the remaining
VMs and the node becomes empty. Then the node is rebooted and if
there are no issues on the node, it will transition to Available state.
This type of mitigation is particularly used for hardware faults,
which typically takes around 15-30 minutes.

Service-level interventions are finer-grained actions implemented
as service-owned scripts, such as cleaning disk space or reserving
resources. Many anomalies require a short sequence of such actions.
For example, when reserved port collisions occur, PANACEA identi-
fies unauthorized processes occupying ports reserved for critical
services and, under predefined safety rules, decides whether to
terminate the offender, relocate it, or leave it untouched. For agents
that are repeatedly OOM-killed during startup, PANACEA temporar-
ily freezes selected services, restarts systemd to reclaim memory,
adjusts memory limits, and then resumes the affected processes.

These interventions are only effective when backed by robust,
well-tested scripts. PANACEA collaborates with developer teams to
generalize existing production-ready scripts and integrate them
into the mitigation workflow. Scripts are typically shell programs
that implement a simple contract: they accept a single mitigation
target identifier (e.g., a SoC ID) and optional hyperparameters (e.g.,
a target drive for disk cleanup), and emit structured logs for success
and failure. The orchestrator constrains each script to operate only
on the target type declared in the mitigation policy. Idempotence
and failure handling are validated through manual testing during
initial rollout, and PANACEA enforces per-target cooldown windows
(e.g., on the order of a day) to avoid repeatedly invoking the same
mitigation before its effects can be observed.

For each mitigation request, PANACEA records the target, policy
and action identifiers, execution timestamps, completion status,
and structured errors reported by the repair backend. These records
are linked with post-action health signals and exposed to scenario
owners for policy review. Section 5 describes how PANACEA uses
this evidence to detect regressions and support safe policy rollout.
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5 Safe Execution and Feedback

Figure 5 illustrates the process of integrating new service-level
mitigation actions. When new anomaly scenarios arise—often re-
ported by partner engineering teams—the core mitigation actions
are jointly defined. The PANACEA team then develops platform-
compatible scripts and constructs the necessary virtual environ-
ments, including logging infrastructures and automation workflows.
This process ensures that new mitigations are both effective in the
short term and adaptable for future incidents.

5.1 Safe Execution and Rollout

Safe development and testing. Due to the extensibility of custom
scripts, safety is top-of-mind during mitigation development. Engi-
neers from relevant teams author the fabric commands that interact
directly with the mitigation target, ensuring that the collaboration
fully leverages their expertise.

Completed mitigation scripts are tested on stage and canary
nodes, which simulate realistic production circumstances without
bearing any customer workload and thus avoid risk. When the
issue being mitigated is artificially replicable, test-in-production
nodes are manipulated into conditions qualifying them as targets
for mitigation. When this is not possible (e.g., when the root cause
of the issue has not yet been determined), a script might be run
manually (and with careful and extended observation) on a genuine
target.

To complete onboarding a tested mitigation script to PANACEA
for automation, the repository housing the source code runs certain
checks upon submission. These are primarily syntactic tests that
prevent typos and ensure proper formatting for eventual orches-
tration across targets. Additionally, health monitoring throughout
orchestration provides a safety check that is ongoing.

Orchestration. PANACEA orchestrates the deployment of mitiga-
tion actions in a controlled and structured manner across the Azure
infrastructure. Two internal platforms support this orchestration.
A fully-managed ring-0 service handles node-level interventions
by executing predefined workflows to remediate live site incidents.
Concurrently, an agile platform supports customized service-level
actions to address urgent issues.

Execution platforms apply mitigation scripts to queued targets
under standard safe deployment practices (SDP). For each scenario,
PANACEA first onboards a mitigation policy: a PowerShell script
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plus metadata (target type, action category) or a JSON policy that
specifies a tree of actions with success/error handling and target
criteria. When targets are identified, PANACEA submits a JSON re-
quest listing the targets and the policy to execute. If there is no
backlog, mitigations typically start within a few minutes; other-
wise, the platform derives a rollout plan that batches targets by
production stage and region, runs batches nearly in sequence, and
inserts configurable bake times and completion thresholds so that
health can be monitored and rollout halted on regression. The sys-
tem treats success as a binary outcome and allows retries several
hours after a failed attempt when a target is resubmitted, while
scripts themselves log partial failures via structured success and
error streams.

Early deployments used two orchestration styles: batch-oriented
workflows for urgent, short-lived mitigations and persistent repair
policies for long-running scenarios. This experience showed that
the backend must match how targets arrive. When all targets are
known up front, batch orchestration can safely order them and in-
sert bake times between groups. When targets arrive continuously,
as in most PANACEA scenarios, the system needs persistent policy
onboarding, per-scope rate limits, and cross-scenario coordination
for shared repair actions. This led PANACEA to favor the latter model
for long-running automated mitigation, while retaining the broader
design principle that mitigation policy should be separated from
the repair backend.

Safety is a first-order requirement for cloud infrastructure. To
minimize blast radius while still enabling fast iteration, PANACEA
adopts a stage-by-stage rollout model (Figure 6). Each new or up-
dated mitigation policy is first validated in a lowest-tier environ-
ment and then promoted through progressively larger scopes (stage
— canary — pilot — broad), with explicit approvals and bake-time
observation between tiers. This setup ensures that regressions and
unexpected interactions with other workflows are exposed early,
before a policy can affect a non-trivial fraction of production capac-
ity.

In practice, the tiers differ substantially in scale, and promotion
is gated by evidence from the previous tier. For example, for the
low-memory scenario, a single scheduled run may affect only a
handful of nodes in canary, then expand to hundreds of nodes in
pilot, and later to a broader production scope once the mitigation
demonstrates stable post-action health and no customer complaints.
When a policy reaches production clusters, PANACEA additionally
enforces throttling and concurrency limits to cap the number of
simultaneous hosts and services under mitigation.

5.2 Post-Mitigation Feedback

Monitoring. To ensure node stability, PANACEA uses intervention
analysis to evaluate mitigation impact. It monitors health signals
(e.g., unexpected reboots, disk I/O anomalies) before and after miti-
gation via a Kolmogorov-Smirnov test [5, 11] to compare the distri-
butions of intervals between events. The Kolmogorov-Smirnov test
assesses whether two empirical distributions (i.e., of timespans be-
tween consecutive health failures) were likely to have been sampled
from the same underlying distribution-without needing to specify
or model that underlying distribution. A statistically significant
difference in the distributions (i.e., from before the mitigation and
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Figure 7: Return times distributions.

from after the mitigation), specifically in the direction with the after-
mitigation distribution showing more density among shorter times-
pans between consecutive failures, indicates a health regression. If
the test’s p-value falls below a fixed significance threshold, PANACEA
flags the target as regressed. When multiple regressions are linked
to the same mitigation policy, PANACEA halts further mitigation
rollout pending investigation. Notably, this health monitoring is
not used to verify mitigation success, only to assess whether the
mitigation worsens the health of its targets. Since a given mitigation
policy might not be intended to alleviate particular comorbidities
of its targets, persistence of health issues after mitigation does not
implicate the mitigation. Only when health trends among targets
statistically regress after mitigation relative to before mitigation,
the mitigation policy is considered suspect.

Post-deployment refinement and reporting. After the deployment,
PANACEA continuously monitors the effectiveness of deployed mit-
igation plan. A key metric is the return rate: the fraction of UA
target nodes that revert to the anomalous state within a set number
of days (by default 45). This metric provides long-term insight into
the effectiveness of the mitigation strategy. A part of the workflow
is to collect detailed post-mitigation analysis to enhance future mit-
igation strategies (script updates and parameter tuning) based on
collected fault metadata and operational feedback. Figure 7 shows
the return-frequency distribution of mitigated nodes within 45 days
for low disk space and high CPU jitter. In both cases, most nodes
never return within the window, and the fraction of nodes returning
multiple times is small.

The primary goal of PANACEA is to detect anomalies and miti-
gate them to prevent customer impact. Meanwhile, an important
foundational principle is to further analyze these mitigations, iden-
tify root causes, and ultimately drive quality improvements on the
fleet. Toward this end, in addition to performing mitigations for
detected anomalies, alerts are also filed for the corresponding RCAs
and are filed to the owning team, where applicable. The owning
team is then accountable for fixing the underlying issue so that the
mitigation is not performed indefinitely.
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6 Evaluation

We evaluate the performance of PANACEA in Azure production en-
vironments. Our evaluation answers several questions: (1) How
widely is PANACEA currently deployed in Azure? (2) How does
PANACEA impact cloud reliability end-to-end? (3) How does PANACEA
help operators evolve mitigation policies? (4) How effective is
PANACEA’s mitigation? (5) How timely are PANACEA’s mitigation
actions?

6.1 Deployment Status and Scale

To characterize the scope of mitigation activity performed by PANACEA,
we analyze system logs to identify and count individual mitigation
actions. Each request is tracked by a unique ID and considered
successful when all associated actions complete. Nodes with suc-
cessful mitigations are counted as mitigated, and any VM present
at the time are considered saved if live migration or service recov-
ery was applied, as shown in Figure 8 and Figure 9. Due to data
confidentiality requirements, we normalize the total number of
detected outages. The high CPU jitter counts in June were low be-
cause sensors were affected by rolling update, thus some incidents
were detected but not correctly calculated (we fixed the issue and
re-enabled the sensor in July). From April 2025 to March 2026, each
month, PANACEA executes tens of thousands of mitigation actions,
including a median of 800 process restarts, 10k empty node reboots,
and 4k containers preemptively migrated from nodes to prevent
unexpected reboots. The detection engine runs 2—10 times per hour
per scenario, issuing mitigations for each batch of detected targets.
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Figure 10: Annual Interruption Rate (AIR) saving breakdown.

6.2 End-to-End Impact

Metrics. Annual Interruption Rate (AIR) is Azure’s primary fleet-
level reliability metric for customer-visible VM interruptions and
has also been used in prior mitigation work, including Narya [24]
and RESIN [28]. PANACEA is evaluated using the same production re-
liability accounting used by the corresponding Azure service teams.
It is calculated as the frequency of interruptions experienced per
100 VMs over the course of a year. AIR captures both the occurrence
and distribution of interruptions across the fleet and normalizes by
total uptime, making it robust to changes in deployment scale or
VM lifetimes. A reduction in AIR directly indicates fewer service
disruptions experienced by tenants.

#Interruptions

AIR =
Total UP duration (min) of measured VMs

X 365 X 24 X 60 X 100

Results and methodology. Over the six months ending in March
2026, we estimate that PANACEA reduced the average monthly fleet-
wide AIR by 12%. We describe our estimation methodology below.
First, we correlated actual actions with instances where the mit-
igation would have been triggered, over a time window prior to
when we enabled the mitigation. This gave us additional metadata
on the conditions when the anomaly would result in actual impacts
such as VM reboot. Then we incorporated this additional metadata
in our estimation of AIR reduction for this scenario. For similar
scenarios where there was a potential for overestimating impact,
we analyzed and excluded specific cases within the scenarios that
would not result in savings, from the AIR reduction calculation,
thereby improving precision of the estimate. Formally, let AIR,,
be the AIR after adding these saved VMs as interruptions and let

AIR, be the observed AIR with PANACEA deployed. The reported
AlRpp—AIR,

12% reduction is then the relative difference AlRnp

, averaged
over the 6-month deployment period.

Sensitivity analysis. Our estimation is already conservative, as we
use historical observations to identify and exclude cases unlikely to
result in actual VM interruptions. Nevertheless, uncertainty remains
in estimating which interruptions would have occurred without
PAaNACEA. To assess the sensitivity of our results to this uncertainty,
we discount the estimated avoided interruptions by a factor of
a € {1.0,0.75,0.5}, where a represents the fraction of the originally
estimated interruption savings retained in the counterfactual calcu-
lation. We then recompute the monthly AIR reductions under each
assumption. The resulting six-month average AIR reductions are
12%, 9.3%, and 6.4%, respectively.

Distribution of contributions. We also analyze how different miti-
gation scenarios contribute to the total reduction. Figure 10 breaks
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Table 5: Two examples of policy evolution in PANACEA.

Scenario Policy evolution and evidence

E17 Initial boundary: nodes with >10 E17 events in an
18h window. Problem observed: some selected nodes
reflected repair-induced bursts, delayed telemetry after
another workflow had already fixed the issue, or
single-subscription spikes that did not indicate a
platform fault. Refined boundary: filter
repair-induced RCAs, require multiple subscriptions,
and require E17s to persist across 3h bins in a 12h
window. Outcome: more than 60% improvement in
detection precision.

Kernel crashes Initial boundary: nodes that crashed on all of the last
10 days. Problem observed: the rule was too strict
and missed repeat offenders that crashed frequently
but not every day. Refined boundary: select nodes
that crashed on at least 3 days in the last 5 days,
subject to approved repair-rate limits. Outcome: AIR
daily savings increased from 0.008 to 0.039, and

time-to-mitigate dropped 48%.

down the distribution of AIR savings across scenarios. The largest
contributor is inactive ServiceManager (40.7%), followed by CPU
jitter (13.7%), host memory leaks (13.5%), and host blips and pauses
(7.3%). The remaining scenarios collectively account for 24.7% of
the savings.

Interpreting AIR savings. Lower AIR savings for a scenario do
not necessarily imply that the scenario is less important. AIR cap-
tures interruptions, but some gray failures primarily manifest as
successful-but-slow operations or transient performance degrada-
tion. For this reason, we view AIR as a conservative measure of
mitigation impact and are adding AIR-BP (Annual Interruption
Rate-Blips & Pauses) as a complementary metric for capturing
broader gray-failure impact.

6.3 Impact of Activation-Boundary Refinement

We next evaluate how PANACEA helps operators evolve mitigation
policies as production evidence accumulates. We study policy revi-
sions in which the mitigation action remains unchanged while its
activation boundary changes. In our deployment, policy evolution
rarely changes the mitigation action itself. Instead, it refines the
boundary under which a known action is safe and useful: which
signals are trustworthy, which targets are in scope, how long symp-
toms must persist, and when a target should be excluded because
another workflow or repair precondition applies.

Table 5 summarizes two representative examples. They illus-
trate two common forms of policy evolution. The E17 case shows
how operators refined the scope and temporal boundary of a pol-
icy to avoid acting on tenant-local or repair-induced artifacts. The
kernel-crash case shows how operators relaxed an overly conserva-
tive temporal boundary to reduce mitigation latency while staying
within approved safety limits.
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Figure 11: Efficacy and recall across mitigation scenarios.
PaNAcCEA achieves high recall across scenarios and around
90% efficacy for most scenarios.

6.4 Mitigation Efficacy, Recall and Precision

Besides end-to-end impacts, we follow up to measure the qual-
ity of our mitigation actions. We analyzed the logs and metrics
collected for all mitigation actions performed across different sce-
narios between October 2025 and March 2026. Figure 11 presents
the results. Two newly supported scenarios lacked sufficient data
to reliably evaluate efficacy and recall during the study period and
are therefore omitted from the figure. We analyze the complete
set of recorded mitigation actions rather than a sample, avoiding
sampling uncertainty in these action records. However, recall esti-
mates remain subject to incomplete ground truth, as incidents not
surfaced through existing reporting or monitoring channels cannot
be counted.

Efficacy. Mitigation is intended not only for immediate service
restoration, but also to prevent recurrence of the same failure in the
short term. We evaluate it by measuring how often mitigated nodes
reenter the bad state for the same scenario. We define efficacy as:

N,
Efficacy = 1 — (&)

N mitigated

where Nieturn 1 the number of nodes that return to an unallocat-
able state for the same scenario within a predefined window, and
Nhitigated is the total number of unallocatable nodes that were mit-
igated. The time windows vary as some scenarios require longer
monitoring. A higher efficacy score indicates fewer recurrences
and, therefore, greater long-term impact of the mitigation strat-
egy. For example, mitigating out-of-memory issues during service
startup not only restarts services but also adjust system memory
limit. While not all cases will be successfully mitigated, this is
expected due to two main factors: (1) mitigations are sometimes in-
complete caused by cloud environment issues, such as unexpected
hardware/system issues or interaction effects between anomalies;
and (2) some root causes evolve over time and not fully addressed
by the original mitigation.
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Recall. In particular, we consider incidents where a node should
have been mitigated but was missed due to the detection gaps—
these are counted as false negatives. These incidents are reported
by users, developers, or other monitoring services before PANACEA
mitigates them. We search related keywords for each scenario (e.g.,
disk space) in the issue tracker used by all teams and exclude those
from PANACEA detection. We compare them with PANACEA logs.
Overall the false negatives are few and most recall results are higher
than 90%. The missed cases are mainly due to new patterns not
captured by the current policy. Thus, we proactively monitor such
instances and update policies so they are caught in future.

Precision. Measuring precision in production settings is in gen-
eral challenging due to the lack of ground truth—there is rarely
a definitive label indicating whether a mitigation was necessary.
Unlike controlled environments or benchmarks, real-world sys-
tems do not provide clear annotations for false positives, making
precision difficult to quantify reliably. In our implementation, we
usually cross-reference different sources to adjust our policies to
eliminate unnecessary mitigation targets. Manually collecting and
analyzing for all scenarios is too labor-intensive. Therefore, we
specifically focus on labeled scenarios PANACEA mitigated in the
reported data collection period and follow up developer feedbacks.
Here we report statistics for scenarios we collect accurate labels.

Interestingly we found that the precisions are often related to sce-
narios. The precision for some scenarios remain stable. For example
the average precision of memory leak mitigation and port collision
are 95% and 82%, respectively. For some other scenarios, we ob-
served that precision could be affected by the process of fixing. In a
six-month historical evaluation of E17 (October 2024-March 2025),
precision varied substantially due to transient, non-platform-related
events. Following revisions to the detection logic and mitigation
policy, precision reached 100% in the final two months, with an
overall precision of 65% across the period. This trajectory is con-
sistent with PANACEA’s role as a temporary mitigation layer and
reinforces the need to revisit activation boundaries as permanent
fixes remove the underlying faults.

6.5 Timeliness

Timeliness is critical in mitigating gray failures, as prolonged expo-
sure can degrade performance, disrupt tenants, or cause cascading
faults. We evaluate timeliness along two key dimensions: Time-
to-Detect (TTD) and Time-to-Fix (TTF). They compose Time-to-
Mitigate (TTM), which represents the total latency from the onset
of impact to mitigation. PANACEA successfully reduces median TTM
by more than 80% across multiple scenarios compared with prior
manual workflows. Figures 12a and 12b show the distributions of
time to mitigate (TTM) for two scenarios: SoC port collision and
obsolete-file cleanup. Most mitigation actions complete within 30
minutes. The long tail is primarily caused by scenario-specific ex-
ecution delays, including contention with active workloads and
variability in the amount of data to be cleaned.

6.6 Effectiveness of Mitigation Guardrails

PANACEA uses post-mitigation health monitoring to identify poten-
tial side effects that warrant investigation. In a two-month review
of August and September 2026, we compared intervals between
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SCENARIO DAY FLAGS / TESTS
Memory leak
(reboot) i 2/56
Memory leak
(process restart) | | 2 /56

Low host disk space | 1/56
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Evaluated, no flag = Raw KS p < 0.001

Figure 13: Post-mitigation health monitoring using the KS
test. Each square represents one daily test, with orange indi-
cating a significant flag (p < 0.001).

unhealthy-VM observations in the hour before and after mitigation,
pooling targets by scenario, action, and UTC calendar day; 5 of 168
evaluated daily groups (3.0%) crossed the one-sided KS significance
threshold of 0.001. We show the results in Figure 13. A deep dive
into one low-disk-space flag identified 24 post-mitigation observa-
tions across nine VMs on 2 of the 9 nodes represented in the daily
test. One node had documented log-driven disk pressure before
mitigation and subsequently reported unhealthy states during the
post-mitigation monitoring window; on the other, all 7 contributing
VMs had already exhibited unhealthy states earlier that day, though
not during the one-hour baseline. We therefore interpret this flag as
a warning requiring operational context and as an indication that a
longer historical baseline might better capture recurring problems
obscured by short, quiet pre-mitigation observation windows.
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7 Discussion

7.1 Experience and Lessons

Operating PANACEA in Azure exposed several failure modes that
were not apparent when individual mitigation policies were first
written. The most useful lessons came from policies that appeared
reasonable in isolation but behaved poorly when they interacted
with other components in the workflow.

A target cannot be defined from the anomaly signal alone. The low-
memory policy exposed a related problem. Some clusters hosted
single containers that continued to operate normally despite low
host memory, but these containers could not be live migrated. Ap-
plying the default policy caused service recovery and performance
impact. We consequently excluded these clusters pending a custom
mitigation policy. After these incidents, we stopped treating a target
as simply a node that crossed a telemetry threshold. The policy also
has to account for concurrent repair workflows and constraints of
the workloads running on that node.

Telemetry semantics and delay are part of the policy. Some pro-
duction mistakes were caused neither by an incorrect repair action
nor by an obviously poor threshold, but by the data supplied to the
policy. A false positive in the CPU-jitter scenario came from the
definition of the jitter signal. The original metric included short
scheduling delays caused by waking idle processors. Workloads
issuing many small I/Os amplified these otherwise benign delays,
making a node appear persistently jittery. We introduced a new met-
ric that filters this behavior and validated it against the machines
involved in the incident.

The opposite problem occurred in the low-disk-space scenario.
Telemetry could arrive roughly minutes late, while the hourly detec-
tion query assumed that recent samples had already been ingested.
As a result, a few low-disk nodes were missed and were not miti-
gated in time. We revised the query to account for this delay. These
incidents led us to validate signal definitions, timestamps, and in-
gestion latency together with policy thresholds. A policy that is
correct over idealized data may still be unsafe or ineffective over
the data available when the decision is made.

A temporary mitigation needs an owner and a path to retirement.
We experienced this problem when evolving the disk-cleanup sce-
nario. The inherited script worked, but it invoked cleanup rules
that had existed for years with incomplete documentation of why
individual paths were safe to delete or which team owned the un-
derlying disk growth. Before expanding the mitigation, we had
to recover this context and identify the owners of service-specific
paths. Generic temporary directories remained under cleanup when
no meaningful owner could be identified. For service-owned paths,
however, the preferred outcome was for the owning team to fix
the source of the growth so that the cleanup rule could eventually
be removed. The platform provides functionalities to manage the
policy, but service teams continue to own the repair logic and the
decision to retire it. Without explicit ownership, a successful short-
term mitigation can quietly become permanent, undocumented
production behavior.



SoCC °26 Vol 2., November 18-20, 2026, Singapore, Singapore

7.2 Limitations and Future Work

PANACEA does not automatically derive mitigation policies. Opera-
tors still decide which signals are meaningful or whether an action
is safe for a particular scope, which can require substantial man-
ual investigation. A useful next step is to better connect execution
results to policy hypothesis for operator review.

The system feedback is limited by incomplete ground truth. Pro-
duction systems do not automatically provide a definitive label
indicating that a mitigation was necessary. The reported-incident
coverage only includes failures that were surfaced through tickets
or other monitoring systems, and comparable precision labels were
available for only a small number of scenarios. More consistent and
automated follow-up on mitigation outcomes would better improve
our system.

The implementation of PANACEA is built on top of Azure-specific
telemetry and deployment infrastructure. For example, the logs used
by PANACEA are stored and queried using Azure ’s internal data
systems. A different cloud would use its own corresponding systems
instead. Some specific inputs may not have a direct equivalent. We
do not know whether other clouds provide something similar to our
user-reported impact API. Meanwhile, we believe the main ideas in
PANACEA are cloud-agnostic and the underlying idea of our system
is appropriate still applies.

8 Related Work

As cloud systems grow in complexity, failures have become increas-
ingly subtle [2-4, 10, 14, 15, 20, 25, 29, 33]. Prior work has charac-
terized several manifestations of such failures. Gunawi et al. inves-
tigated fail-slow performance faults in hardware [15]. Alquraan et
al. analyzed failures induced by network partitions [3]. Huang et
al. examined metastable failures that drive systems into overloaded
states [18], while Lou et al. studied silent failures that violate system
semantics [30]. These works explain why production failures may
lack a clear fail-stop manifestation. PANACEA focuses on mitigating
underlying anomalies before they escalate into complex failures.

Unlike server crashes [1, 7-9, 12, 16, 17, 36], many cloud anom-
alies do not have a single stable signal. One line of research detects
anomalies by mining temporal patterns from historical teleme-
try [6, 13, 35]. RESIN [28], for example, uses the semantics of a
known failure family to detect memory leaks at cluster scale. An-
other line of work closes the observation gap between systems
and applications [21-23]. Panorama [19] converts external compo-
nents into logical observers, while OmegaGen [29] automatically
generates component-specific watchdogs. Correlation systems fur-
ther help interpret production evidence: Gandalf [26] correlates
fault signals with ongoing rollouts to identify potential causes, and
AND [38] uses component interactions to route anomalies to re-
sponsible teams. These systems improve the evidence available for
detection, diagnosis, or attribution. PANACEA may consume such
evidence, but addresses a different question: when the same symp-
tom can have multiple operational interpretations, when and where
is a known action appropriate?

Prior systems automate mitigation for specific failure domains,
including data-center network failures [34, 37, 39, 40]. Narya [24]
prevents VM interruptions caused by hardware- and firmware-
induced failures. Swarm [32] ranks different mitigations based on
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their impact based on the end-to-end connection-level performance
(CLP) metrics. In contrast, PANACEA proposes a general abstraction
and supports a broader range of anomalies.

An early version of this project appeared in our workshop pa-
per [27], which introduced cross-layer telemetry collection and miti-
gation orchestration in Azure. Since then, our deeper understanding
of the problem has led us to **reformulate the core challenge around
the evolution of mitigation policies* and to **co-design the system
mechanisms that support this evolution**, enabling incident-tested
mitigation actions to become safe, recurring policies at fleet scale.

9 Conclusion

Mitigating cloud infrastructure anomalies requires acting before
an anomaly is fully understood, and it should still avoid unnec-
essary disruption to healthy workloads. PANACEA addresses this
tension by turning the implicit applicability assumptions behind
an incident-tested action into an explicit activation boundary that
can be executed conservatively and revised as production evidence
accumulates. Deployed in Azure for more than two years, PANACEA
handles anomalies from millions of hosts and SoC machines and
is estimated to reduce fleet-wide AIR by 12% over the six-month
evaluation window.
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