CLOUD COMPUTING

Time and Coordination

Prof. Chang Lou, UVA CS, Fall 2025



REMINDER (LAB 1 DUE)

— Deadline: 9/29 (next Monday)

— If you already finished: keep the branch "lab1" intact
— We'll collect your codes at deadline (unless you use late tokens)

— If you haven't: keep track of time and implement soon
— Come to office hours if you need help




CONTEXT

— We looked at RPC, a key concept in DS, and saw how failures
creep up into semantics and challenge coordination.

— We now look at another key concept in DS, Time.

— Let's see how unbounded network delays (a.k.a. network asynchrony)
complicates the very basic concepit.




WHY IS TIME IMPORTANT?




WHY IS TIME IMPORTANT?

— Needed for synchronization and coordination.

— Examples:
— Consistency (ordering)
— Failure detection (timeout)
— A running (toy) example: distributed debugging based on logs




EXAMPLE: DISTRIBUTED DEBUGGING

M1 (front end) M2 (app server) M3 (DB server)

recv from cli recv from M1 recv from M2
send to M2 send to M3 SQL query
recv from M2 recv from M3 send to M2

send to cli V send to M1 7 V




EXAMPLE: DISTRIBUTED DEBUGGING

M1 (front end) M2 (app server) M3 (DB server)

recv from cli recv from M1 recv from M2

SQL

send to M2 send to M3 SQL query Injection!

recv from M2 recv from M3 send to M2

send to cli send to M1
7 7 7 e.g., SELECT * FROM Users

WHERE 1d="123"; DELETE *
FROM Users




EXAMPLE: DISTRIBUTED DEBUGGING

M1 (front end) M2 (app server) M3 (DB server)

recv from cli recv from M2

SQL

SQL query Injection!

send to M2
recv from M2 recv from M3 send to M2

send to cli send to M1
V 7 V e.g., SELECT * FROM Users

| WHERE 1d="123"; DELETE *
€.g., Improper sanitization FROM Users




EXAMPLE: DISTRIBUTED DEBUGGING

Global log (admin)

M1 (front end) M2 (app server) M3 (DB server

M1: recv from cli

recv from cli recv fromM1 | _— < 11:/14; ::23 ;fol:ndid 1

g M2: send to M3

send to M2 /gen/d/ %

— o M / SQL ARy < M3: recv from M2

IrcCv f1‘0m M2 recv from M3 Send to M2 x;z Sseg;tgli\igy
M2: recv from M3

-
send to ¢ 17 send to MIV V M?2: send to M1
M1: recv from M2
M1: send to cli
Question: How to create the global log? 7
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EXAMPLE: DISTRIBUTED DEBUGGING

Global log (admin)

M1 (front end) M2 (app server) M3 (DB server

M1: recv from cli

recv from cli recv fromM1 | _— < 11:/14; ::Zl\(’i ;fol:ndid 1

g M2: send to M3

send to M2 /gen/d/ %

— o M3 / SQL ARy < M3: recv from M2

IrcCv fI‘0m M2 recv from M3 Send to M2 x;z Sseg;tgl;\irzy
M2: recv from M3

-
send to c 17 send to MIV 7 M?2: send to M1
M1: recv from M2
M1: send to cli

Question: How to create the global log?
Answer: use physical clock? V
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PROBLEM: CLOCK SYNCHRONIZATION IS HARD

— Quartz oscillator sensitive to temperature, age, vibration, radiation
— Accuracy ~one part per million: one second of clock drift over 12 days

— The network Is:

— Asynchronous: arbitrary message delays
— Best-effort: messages don'’t always arrive
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THERE IS NO GLOBAL TIME!




AGENDA

— Physical clocks
— Synchronization challenges and protocols

— Logical clocks
— Lamport clock protocol
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JUST USE COORDINATED UNIVERSAL TIME?

— UTC is broadcast from radio stations on land and satellite (e.g., the
Global Positioning System)

— Computers with receivers can synchronize their clocks with these timing signals

— Signals from land-based stations are accurate to about 0.1-10
milliseconds

— Signals from GPS are accurate to about one microsecond

— Why can't we put GPS receivers on all our computers?
—Answer: coverage and cost issues
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SYNCHRONIZATION TO A TIME SERVER

— Suppose a server with an accurate clock (e.g., GPS-receiver)
— Could simply issue an RPC to obtain the time:

Client @ w Server
9

Time of day?

Time |

— But this doesn’t account for network latency
— Message delays will have outdated server’s answer
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CRISTIAN’S ALGORITHM: OUTLINE

Client Seryer

— 1. Client sends a request packet,
timestamped with its local clock T %

— 2. Server timestamps its receipt of the T1 | "™Queg;

request T2 with its local clock \@)

— 3. Server sends a response packet
with its local clock T3 and T2

— 4. Client locally timestamps its receipt
of the server’s response T4

i How can the client use these timestamps to synchronize
| | its local clock to the server’s local clock?

'’

T2

T3




CRISTIAN'S ALGORITHM: OFFSET SAMPLE CALCULATION

Client Se_ry_er

» Client samples round trip time (6)
O = Oreq + Oresp = (T4 — T1) = (Tz — T2)

. But client knows 0, not dresp

Time |




CLOCK SYNCHRONIZATION: TAKE-AWAYS

— Clocks on different systems will always behave differently
— Disagreement between machines can result in undesirable behavior

— NTP clock synchronization

— Rely on timestamps to estimate network delays
—100s us—ms accuracy

— Clocks never exactly synchronized

— Often inadequate for distributed systems
— Often need to reason about the order of events
— Might need precision on the order of ns

19



AGENDA

— Physical clocks
— Synchronization challenges and protocols

— Logical clocks
— Lamport clock protocol
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LOGICAL CLOCKS

— Leslie Lamport, parent of DS, observed that most coordination in
distributed systems (e.g., for mutual exclusion, barriers, complete
event log) doesn’t require a global notion of real time!

— Most coordination only needs a global order of discrete events.

— E.g., In the distributed debugging example, you only need order
between dependent events that could possibly have caused the failure.

— Achieving a global order of events is easier to guarantee than
achieving zero-error real-time synchronization.

— This is why many foundational DS protocols rely on logical clocks.
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LOGICAL CLOCK REQUIREMENTS

— Lamport posited two requirements for logical clocks:

— They must preserve program order (i.e., the order of events in one process
needs to be preserved by the logical clock)

— They must preserve message order (i.e., a message sent event always needs
to precede that message’s receipt event in the logical clock).

— These two requirements capture all internal causality between any
two events Iin the system.
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DEFINING “HAPPENS-BEFORE”

— Consider three processes: P1, P2, and P3
— Notation: Event a happens before event b (a->b)

P1

P2

P3

Physical time |
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DEFINING “HAPPENS-BEFORE”

— 1. If same process and a occurs before b, thena ->Db

P1 P2
P3
d
b
Physical time |




DEFINING “HAPPENS-BEFORE”

— 1. If same process and a occurs before b, thena ->Db
— 2. If cis a message receipt of b, then b -> ¢

P1 P2

P3

Q

O

Physical time |
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DEFINING “HAPPENS-BEFORE”

— 1. If same process and a occurs before b, thena ->Db
— 2. If cis a message receipt of b, then b -> ¢
— 3. If a->b and b->c, then a->C

P1 P2

P3
a

b
Physical time |
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DEFINING “HAPPENS-BEFORE”

— Not all events are related by a
—a, d not related by a so concurrent, writtenas a ll d

d ¢

Physical time |
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LOGICAL CLOCK SYNCHRONIZATION PROTOCOL

— Lamport clock protocol [Lamport-1978].
— Setup:
— Process = individual node in a distributed system

— Processes communicate by messages (e.g., RPCs)

— Events can be messages or system-specific events (e.g., write to file, read
from file, whatever makes sense for the specific distributed system).

— View each process in the distributed system as a state machine: has some
Initial state, events cause it to move from one state to another.
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— Each process Pi maintains a local counter, Ci

— Each process Pi increments Ci between any
two successive events

— Each process piggybacks timestamp Tm on a
message it sends out, where Tm is value of Ci

at the time of sending m
— Upon receiving m at process Pj:

— Pj sets its counter Cj to max(Cj, Tm+1)

— The receipt of m is a separate event that then
separately advances C (i.e., C ++)

LAMPORT CLOCK PROTOCOL

Node Pi's state machine:

On local event:
- Ci++

On message send.:
- Piggyback Ci to msg.
- Ci++

On message(Tm) receive:
- Ci = max(Ci, Tm+1)
- Ci++
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GETTING A GLOBAL ORDER

— The preceding protocol gives a partial order of all causally
dependent events.

— Often we need a global order on which all processes agree.

— To obtain that, use logical clock to set the order. Use process
IDs as the tie breaker.

—E.qg.: use (Logical timestamp).(process ID) as your timestamp.
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DISTRIBUTED DEBUGGING EXAMPLE

@

[E—

M1 (front end)

0.1 opll rcv chi
1.1 opl2 ...
7?7 opl3 snd M2
7?7 0pl4 ...
7?7 oplS rcv M2
27?7 0pl6 ...
?? opl7 snd chi

y

Breakout Activity!

@

[\

M2 (app server)

7?7 op21 rcv M1
77 op22 ...
7?7 op23 ...
7?7 op24 snd M3
77 op2S ...
77 op26 ...
77 op27 ...
77 op28 ...
7?7 op26 rcv M3
77 op27 ...

?? op28 snd MlV

@

W

M3 (DB)

Global Log

0.3 op31 ...

7?7 0p32 ...

7?7 0p33 ...

7?7 op34 rcv M2
7?7 op35 SQL
7?7 op36 ...

7?7 op37 snd M2

y

TODO: Timestamp
the ops Iin each
machine’s log
using logical
clocks, then
assemble the
global log by
merge-sorting
them.

(assume Ci=0
initially)




ACTIVITY (10 MINUTES)

— Assign logical timestamps to operations in each log, - —
then sort the operations by timestamp in global log. A Node Pr's state machine:
few entries have already been filled in as examples. On local event:

— Hint: As you go through the operations, keep track of - Cit+
the logical clock value at each machine, C1-3. Use On message sena:
the Lamport clock protocol to update the clocks (the - Pl_ggyback Ci to msg.
algorithm is pasted on the right). - Cli++

— Hint: It may be useful to first draw happens-before Oncmfssagec(;'!'r[]r) receive.
arrows between message sends and their receipts V= max(Cl, Tm+1)
so you know when clock synchronization happens. - Cl++

— Hint: Use a totally ordered clock: timestamp is Ci.l.
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STUDENT WORKSHEET

@

ek

D N D v Y N = O

M1 (front end)

0.1 opll rcv chi
1.1 o0pl2 ...
7?7 opl3 snd M2
7 0pl4 ...
7?7 opl5 rcv M2
7?7 oplé6 ...
?7? opl7 snd chi

y

@

(\®)

D D N N N ) ) ) N ) e O

M2 (app server)

3.2 op21 rcv M1
77 op22 ...
77 op23 ...
7?7 op24 snd M3
77 op2S5 ...
77 op26 ...
77 op27 ...
77 op28 ...
7?7 op26 rcv M3
77 op27 ...

7?7 op28 snd MIV

@

W

O O U VU U VUV Vv O

M3 (DB)

0.3 op31 ...

7?7 0p32 ...

7?7 0p33 ...

7?7 op34 rcv M2
7?7 op35 SQL
7?7 op36 ...

?? op37 snd M2

4

0.1 opll rcv cli

... enter all events in
order of their logical
timestamp
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SOLUTION

0.1 opll rcv chi
0.3 op31 ...
1.1 0pl2 ...
1.3 op32 ...
C, M1 (front end) C, M2 (app server) C, M3 (DB) 2.1 0p13 snd M2
% 0.1 op11 rev cli ) 0232 op21 rcv M1 010.3 op31 ... 3.1 0514
; 1.10pl2... /4.2 op22 ... 1113 0p32... 2oy
2.1 op13 snd M2 5.2 0p23 ... 8 2123 0p33 ... 52.0p23 ..
3131 opl4 ... 6.2 op24 snd M3 ———3! 7.3 op34 rcv M2 > gg;‘; snd M3
4 14.1 op15 rcv M2 7.2 0p25 ... 318.3 op35 SQL 7.3 op34 rov M2
12 15.10pl6... 8.2 0p26 ... 1(9) 9.3 0p36 ... 226
16.1 opl7 snd chi 9.2 op27 ... 0.3 op37 snd M2 9.2 op27 ...
.. 10.2 0p28 ... }"‘/’ 0.3 0p36 .
11.2 0p26 rev M3 103 0p37 snd M2
12.2 0p27 o 3_1.2 op26 rcv M3
3.2 0p28 snd 1\% 7 132 op28 snd M1
7 14.1 opl5 rcv M2
(6.1 opl7snd li [




PLUSES AND MINUSES OF LAMPORT CLOCKS

— Advantages

— Respect causality, which can address many coordination problems in
distributed systems.

— Disadvantages

— Capturing causality is sometimes insufficient, as there can be events outside
the system that have causal influence on the evolution of the system. The
ordering doesn’t capture these relationships.

— Lamport clock ordering doesn’t actually imply causality/influence, just potential
influence. Hence, the order can be too much order, affecting performance/
scalability.
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AGENDA

— Physical clocks
— Synchronization challenges and protocols

— Logical clocks
— Lamport clock protocol

—(*) Google TrueTime
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GOOGLE TRUETIME

To GPS Antennas

Networking

— A global synchronized clock with bounded non-
Zero error

—Iif T2 starts to commit after T1 finishes committing, then
the timestamp for T2 is greater than the timestamp for T1

— Underlying source of time: a combination of GPS
recelvers and atomic clocks Atomic Oscillator
—GPS Time Master: These nodes are equipped with GPS

receivers which receive GPS signals include time
information directly from satellites. Atomic Oscillator

>, Time Servers

— Armageddon Master: These nodes are equipped with
local Atomic clocks. Atomic clocks are used as a
supplement to GPS time masters in case satellite

connections become unavailable.

Image Credit: Google
Cloud
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GOOGLE TRUETIME API

| Method || Returns
Architecture overview - TrueTime 2 IT.now() ITinterval: ear liest, latest]
. TT.after(t) true if ¢ has definitely passed
@\ @f\\ [ TT.before(t) || trueif ¢t has definitely not arrived

” GPS master |

| Atomlc master \

— ———————

| GPM /4 ‘GRS master | earliest latest
y  Atomic master (14
sync every 30 sec /

TT.now()
| Compute Node - | Compute Node | Compute Node - 'l"lme ’

* Synchronization within ~50us, clock drift ~200us/sec, € guaranteed interval ~2ms

—c——p
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TAKEAWAYS

— Time Is crucial to distributed system coordination.
— Disagreement between machines can result in undesirable behavior.

— Approaches:

— Physical time: Often inadequate for distributed systems, need ns precision
— Logical time: Lamport clocks, happens-before relation

— Next class: Agreement
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